I'pud no 3amonHeHHO

JK3. euH.

[Tpunoxenue 1

K npuka3zy TOI'AIIOY «ArpapHo-
MIPOMBIIIIJICHHBIN KOJIISIMK

ot 05.12.2016 Ne 250/1

MOJOXEHUE
00 opraHM3aIyy U IPOBEIeHUH paboT Mo oOecreueHnI0 0€30acCHOCTH KOH(PUICHIINATHLHON
WH(POPMAIIIH TIPU €€ aBTOMATH3UPOBAHHOM 00pab0TKe B MH(POPMAIIMOHHBIX CHCTEMaX
TOI'AIIOY «ArpapHO-IPOMBIIIEHHBIA KO

TepmuHbI, onpeae/ieHUs1, COKpalleHU s

AaMUHHCTPATOP 3amuThl (0e3omacHocTH) HHGOPMAUMM — JIMIIO, OTBETCTBEHHOE 3a
3amuTy AC OT HECAaHKIIMOHUPOBAHHOTO JI0CTyIa K HH(POpMaIUy;

AIl — AOOHEHTCKHMII MYHKT - aBTOMAaTU3MpOBaHHAasg cHUCTeMa, MojkirodaeMas Kk Cetu ¢
HOMOIIbI0 KOMMYHUKAIIMOHHOTO 000PY0BaHMS U IIpeIHAa3HaueHHast sl paboTel aboHeHTa Cetu;

APM — ABTOMaTH3UPOBaHHOE pabodee MECTO - MPOrPaMMHO-TEXHUUYECKHH KOMILICKC,
IIPEIHA3HAYECHHBIN [ aBTOMATU3ALMH 1E€ATEIIbHOCTHU OIPEAEICHHOTO BUA;

BTCC — BecnomoraresibHbIe TEXHHYECKHE CPEICTBA M CHCTEMbI - TEXHUYECKHUE CPEACTBA
U CHUCTEMBI, He TpEeJHAa3HAYCHHbIE I Tepenadyn, oOpaboTKM W XpaHEHHs KOHQHUICHIHAIHHON
uHbopMaIny, pa3MellaeMble COBMECTHO C OCHOBHBIMH TEXHUYECKUMH CPEJICTBAMHU U CHCTEMaMH
WIN B 3allMIIAEMbIX [TOMEILECHUSX;

Nudopmanuonnbie ceTu 001Iero mojb30BaHUSI — BRIYUCIUTENbHBIE (MHPOPMAIIIOHHO-
TEJIEKOMMYHUKAIIMOHHbBIE) CETH, OTKPBITHIE Ul MOJIb30BAHUS BCEM (PU3NYECKUM U IOPUANYECKUM
JMIIaM, B ycIIyraXx KOTOPbIX 3TUM JIMI[AaM HE MOXeT ObITh OTKa3aHO;

UC - UndopmannonHasi cucreMa - COBOKYNHOCTb cojepskamieiics B 0a3zax JaHHBIX
uHpOpMaLMU U 00ecreunBaronX ee 00paboTKy MH(POPMAIIMOHHBIX TEXHOJIOIMH M TEXHHYECKUX
CPENCTB;

KU — Konpuaenunanbuas nagopmanms - nHGopMaus ¢ orpaHUuYEeHHBIM JIOCTYIIOM, He
coaepXamias CBEICHHM, COCTaBISIOIMIMX TIOCYJAapCTBEHHYIO TalHY, JOCTYIl K KOTOPOH
OTPaHUUYMBAETCS] B COOTBETCTBHHM C 3aKOHOAATEILCTBOM Poccuiickoit Penepanuu;

Kpunrocpeacrso — mudpoBanbHoe (Kpunrorpaduyeckoe) CpeAcTBO, IpelHa3HAYECHHOE
JUIS 3aIIUTHl HHPOPMAIKK, HE COJiep Kallei CBeACHNH, COCTABIISIOIINX FOCYIapCTBEHHYIO TaliHY;

JIBC - JlokajibHasi BBIYMCJINTEJbHAs CeTh - COBOKYIHOCTh OCHOBHBIX TEXHMYECKUX
CPEACTB M CHUCTEM, OCYLIECTBIAIOUIMX OOMeH HHpopMaumeil Mexay coboil u ¢ Ipyrumu
MH(POPMAILMOHHBIMU cucTeMaMu, B ToM uucie ¢ JIBC, uepes omnpeneneHHble TOUKH BXO/Aa/BBIX0JA
UH(pOpMaLUKU, KOTOpbIe sABIAI0TCs TpanuLeit JIBC;

M3 — Me:xceTeBoil 3KpaH - 3TO JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (PYHKIIMOHAIBHO
pacIpesielieHHOe MpOorpaMMHOe (IIPOrpaMMHO-aNIapaTHOE) CPeACTBO (KOMIUIEKC), pealusyroliee
KOHTPOJIb 332 MHPOPMAIIMEH, TTOCTYTAIOIICH B aBTOMAaTH3UPOBAHHYIO (MH(POPMAIIMOHHYIO) CUCTEMY
U (UTTH) BBIXOJSIIEH U3 Hee;

HI'M/I — nopTaTUBHBIA  CMEHHBIH  HOCUTENb HH(OpPMALMK, HCHOIB3YEMBIH s
MHOTOKPATHOM 3amuCH U XpaHEHWs NaHHBIX. [IpeactaBnser co0oil MOMENMIEHHBIM B 3alUTHBIN
IJIACTUKOBBIN KOPITYC TUCK, TOKPBITHIN (heppOMarHuTHBIM CI0EM;

HKM/I — 3artomMuHapmee  yCcTpoMCTBO (ycTpoiicTBO XpaHeHuss  MH(OpMaLUN)
MIPOU3BOJIBHOTO JIOCTYyTa, OCHOBAHHOE Ha IIPUHIIUIIE MAarHUTHOW 3aIMCH;

HC/I - HecaHKUMOHMPOBAHHBII AOCTYN - JOCTYH K HMH(OpManmuu I ACUCTBUS C
nH(popMalvel, Hapylaloulie MpaBWia pPa3TpaHUYEHHUsl JOCTYyNa C HCIOJIb30BAHMEM MITATHBIX
cpeacts, npepoctasisieMblx CBT nim aBToMaTH3MpOBaHHOM (MHPOPMALIMOHHOM) CHCTEMBI;

Oo6padoTka uHGoOpPMAaIIUM - COBOKYITHOCTh OTepanuii cOopa, HAKOTUICHHsI, BBOIa-BBIBOIA,
npueMa-repesaud, 3alucCH, XpaHEHMs, PEerucTpalu, YHUYTOXKEHHUS, IpeoOpa3oBaHUs U
0TOOpaXeHHsI, OCYLIECTBIIIEMbIX HaJl HHQOpMaIIUEii;

Onrtuyeckmii  JMcCK — coOMpaTenbHOE  Ha3BaHWEe s HocuTenedl  MHQopmanuw,
BBITIOJTHEHHBIX B BHJIE€ AUCKOB, YTEHHUE C KOTOPBIX BEAETCS C MOMOILBIO ONTHYECKOTO U3TyYEHUS;
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OTCC — OcHOBHBIE TeXHHMYECKHE CpeICTBAa M CHCTEMbl - TEXHUYECKHE CpEICTBa U
CUCTEMBbI, a TaKXe€ MX KOMMYHHUKAIIUU, HCIOJb3yeMble IJsi 00paOOTKH, XpaHEHUs W Mepenayu
KOH(pHIECHINATBHOI HH(pOpMAIHIH;

IO — IIporpammHoe oOecrneyeHHe - COBOKYITHOCTh MPOrpaMM Ha HOCUTENSX JAHHBIX U
IPOrPaMMHBIX JOKYMEHTOB, MpPEIHA3HAYCHHBIX JUISI OTJIAJIKU, (YHKIIMOHUPOBAHUS U TIPOBEPKU
paboTOCTIOCOOHOCTH aBTOMATH3UPOBAHHOHN (MH(POPMAIIMOHHON) CHCTEMBI;

C3H ot HCJI — Cucrema 3amutsl nnpopmaunu ot HC/I - koMIUuIeKC opraHu3aiimoOHHbIX
MEp U MPOTPaMMHO-TEXHHYECKUX (B TOM YHCIE KPUNTOTrpaHUUecKUx) CPeICTB 3allUTHl OT
HECAHKIMOHUPOBAHHOTO JOCTyNa K WHGOpMaIuu (HECAHKIIMOHUPOBAHHBIX ICHCTBHI ¢ HEH) B
aBTOMAaTU3MPOBAHHOMN (MH(OPMAIITMOHHOW) CUCTEME;

CBT - CpeacrBa BbIYMCJIUTEIbHONH TEXHMKH - COBOKYITHOCTh TPOTPAMMHBIX U
TEXHUYECKUX DJEMEHTOB CHCTeM oOOpabOTKM JIaHHBIX, CIIOCOOHBIX  (PYHKIIHOHHUPOBATH
CaMOCTOSITENIFHO MJIA B COCTAaBE JIPYTUX CUCTEM;

dienI-HAKOMUTEIb — 3aIOMUHAIOIIEEe YCTPOMCTBO, HCIONB3YIOIIee B KayeCcTBE HOCHTENs
ANEKTPUIECKU CTHPAEMYIO TIEPENPOrpaMMUPYEMYIO YJHEPTOHE3aBUCUMYIO TTAMSITh U TIOIKITI0YacMOe
K KOMIIBIOTEPY

®OCTIK Poccnu — OepepanpHas ciayk0a MO0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO
Poccuiickoit deneparuu;

®CB Poccuu — GenepanpHas ciyxba 6e3onacHoctu Poccuiickoii Demepariu.

1. O0mme noy1oKeHUs

1.1. TTonoxxenne «OO opraHU3alMKM U MPOBEJACHUU PadOT MO 00ECIIeUeHUI0 0€30MTacCHOCTH
KOH(pHICHIIMATHHON WH(pOPMALUU TIPH €€ aBTOMATH3UPOBAHHON 00paboTKe B WH(POPMAIMOHHBIX
cucremax» TOT'AIIOY «ArpapHO-IpoMBIIUIEHHBIH Kosuieaxk» (ganee — [lonoxkenue) paspaboTaHo
B IeisaX oOecrnedeHus 0e30MacHOCTH KOoH(HIeHIHMaTbHOW WHGOpMaIuu mnpu ee oOpaboTke B
UH(POPMALIMOHHBIX CUCTEMAX.

1.2. TTonmo>xeHue onpeaenser

HOPSIOK paboThl MepcoHasa B yacTu obecneueHus 6e3onacHoct KU npu ee oOpabotke B
HC, nopsiiok pazduparenbcTBa U COCTABICHUS 3aKIIOUCHHUM 1O (DakTaM HECOONIOJCHUS YCIOBHM
xpaHeHus: Hocutenedt ¢ KM, mopsjok UConb30BaHUs CPEACTB 3alUTHl HHGOPMALUK U NPUHSATHE
MEp MO NPEJOTBPALICHUIO BO3MOXHBIX ONACHBIX MOCIEACTBHM, NOPSJOK TNPHOCTAHOBKU
npenoctasinenuss KU B ciiyuae oOHapyxeHHs HapylIeHUH MOpsaka UX MPeJOCTaBICHHUs, TOPSIOK
o0y4eHHs TepcoHalla TpaKkTUKe paboThl B WH(POPMAIMOHHBIX CHUCTEMaX, IMOPSIOK IPOBEPKU
9JIEKTPOHHOI'O JKypHaJa oOpalieHuil K MWHQOPMALMOHHBIM CHCTEMaM, THOPSIOK KOHTPOJIs
coONIOACHNUST YCJIOBUM HCIOJB30BAaHUS CPEACTB 3alllUThl HMH(OpPMANMH, MPEeTyCMOTPEHHbIE
9KCIUTYaTallHOHHOW M TEXHUYECKOM JOKyMEHTalMel, mpaBuiia OOHOBJIEHUS OOILIECHUCTEMHOTO U
IPUKIIAJHOTO TMPOTrpaMMHOIO OOecreyeHus], MpaBuia OpPraHMW3allMd AaHTUBHUPYCHOM 3aIlMTHI U
NapoJIbHOMN 3aIIUTHI, TOPSIOK OXPaHbI U JOMyCKa MOCTOPOHHUX JIMIL B 3aIIMIIa€Mble TOMEIIECHUS.

1.3.Ilpu  obecreuennu OezomacHocth KW B WHGMOpPMANMOHHBIX  CHCTEMax ¢
UCIIOJIb30BaHUEM KPUNTOTpapruecKuX CpeCTB 3aluThl HH(popMalu Bee cotpynnuku TOT'ATIOY
«ATpapHO-TIPOMBIIIUICHHBI ~ KOJUIEIDK» OOSI3aHBI  BBITIONHATH TPEOOBAHWS, W3JI0KCHHBIE B
nokymeHnrtax: «TumoBble TpeOOBaHMA MO OpraHu3alM U oOecredeHHto (YHKIIMOHUPOBAHUS
I PPOBaTIbHBIX (KpUNTOrpaUUECKUX) CPEACTB, IPEeIHA3HAYEHHBIX JJIs 3alIUThl HH(OpMaLH, HE
coJepKalieil CBeICHUH, COCTABIIAIONIMX TOCYJapCTBEHHYIO TaifHy, B Cllyyae MX HCIIOJIb30BaHUS
JuIst obecrieueHus: 6€30MacHOCTH MEePCOHAIBHBIX JTaHHBIX MPHU X 00paboTke B MH(GOPMALMOHHBIX
cucTteMax nepcoHanbHbIX JaHHBIX» (PCH Poccuu, Ne 149/6/6-622, 2008), npuka3z ®Cb Poccuu ot
10.07.2014 Ne 378 «O06 ytBepxkaernn CoctaBa M CONEpKAHHUS OPTaHU3AIMOHHBIX U TEXHUYECKUX
Mep MmO obecrieyeHuIo 0€30MacHOCTH IEPCOHANBHBIX JaHHBIX MNpU HX 00paboTke B
WHPOPMAIIMOHHBIX ~ CHUCTEMaxX  IEePCOHATBHBIX  JAaHHBIX C  HCIOJBh30BAHWEM  CPEJICTB
Kpunrorpadguyeckoi 3amuTel WHGOPMAIMK, HEOOXOTUMBIX [UIS BBINOJIHEHUS YCTaHOBJIEHHBIX
[IpaButensctBOM Poccuiickoit denepannu TpeOOBaHUN K 3alIUTe TMEPCOHATBHBIX JTAHHBIX JIS
Ka)XJI0T0 U3 YPOBHEH 3aIIUIIIEHHOCTI.
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2. llopsinok paboThl mepcoHaja B 4yacTu oOecnedenuss OezomacHoctu KU npu ee
o0padotke B UC.

2.1. Hacrosimuii MOpSIIOK OIpeneiseT JCHCTBHsS TMEpcoHania B YacTH O00eCleYCHHS
6e3onacHoctr KU mipu ee o6padotke B MC.

2.2. lonmyck mnonb3oBareneil st paboThl Ha KOMITBIOTEPAX OCYIIECTBISIETCS HA OCHOBAHUU
npukasa, koTopbiii u3gaercs pykopoauteiaeM TOI'AIIOY «ArpapHO-TIpOMBINUICHHBIN KOJUIIEIE»
(manee pyKkOBOAMTENb), U B COOTBETCTBUM CO CIIMCKOM JIHIL, AomnylieHHbIX K padote B UC. C nenpto
o0ecreyeHns: OTBETCTBEHHOCTH 3a BeJIeHUE, HOpMalbHOE (YHKIIMOHUPOBAHUE U KOHTPOJIb pabOTHI
cpeacts 3amuThl nHpopMmarmu B C pykoBoauTENeM HazHAYAETCs aIMUHUCTPATOp O€30MacHOCTH;
C LENbI0 KOHTPOJIS BBINOJIHEHUS HEOOXOAMMBIX MEpONpPHUATUH M0 oOecreueHHro 0e30MacHOCTH
OTBETCTBEHHBIH 32 3alIUTy UH(OPMAIIHH;

2.3. Ilonp3oBarenb UMEET MIPABO B OTBEIEHHOE €My BpeMs pelllaTh IOCTaBJICHHBIE 3aJjaul B
COOTBETCTBUM € IoJHOMOouusiMU JjocTtyna K pecypcam HWC. IlonmHomouus mosb3oBaTened K
UH(QOPMALMOHHBIM PeCypcaM ONPEAENSIOTCS B MaTpULe JOCTYIA, YTBEPKAAEMON pyKOBOJAUTENIEM.
[Ipu stom s xpanenus uHpopmarmu, coxepxkameir KU, pasperraercss ucnoiab30BaTh TOIBKO
MalllMHHbIE HOCUTENIHN HHPOpPMalLlnK, yuTeHHbIe B JKypHalie ydeTa MalllMHHbIX HOCUTENEH.

2.4. Tlonp30BaTenb HECET OTBETCTBEHHOCTH 3a MPABHIBHOCTH BKIIIOUEHHS U BBIKIIOUCHHS
CPEICTB BBIUMCIIUTENILHOW TEXHUKH, BXOJ]a B CUCTEMY U Bce JieicTBus pu padore B 1C.

2.5. Bxon monb30BaTenss B CHCTEMY MOJXKET OCYHIECTBISTHCA 10 BBIJABAEMOMY €My
3JIEKTPOHHOMY UACHTU(UKATOPY WM 110 MEPCOHAIIEHOMY MapOoIIio.

2.6. 3armucy uHpopmanmu, coaepxkamieir KM, Moxer, ocymiecTBisieTcss MoiIb30BaTeNeM Ha
ChbEMHbIE MaIlIMHHbIE HOCUTEIN MH(POPMALIMU, COOTBETCTBYIOIIUM 00pa3oM yuTeHHble B JKypHane
ydeTa MalllMHHBIX HOCUTENEH.

2.7.Ilpu paboTe cO ChEeMHBIMH MAIIMHHBIMH HOCHUTEISIMHU HH(OpMAIMHM MOJIb30BATENb
KOKABIM pa3 TIepea HadalioM paboThl 00s3aH MPOBEPUTH HUX HA OTCYTCTBHE BHPYCOB C
UCIIOJIB30BAaHUEM ILUTAaTHBIX AHTUBUPYCHBIX NPOTpPaMM, YCTAHOBJIEHHBIX Ha KommbroTepax MC. B
ciydyae oOHapy»eHHsI BUPYCOB IOJIb30BaTeNb 00s13aH HEMEUIEHHO MPEKPATUTh UX UCIOJIb30BaHUE
U JIefiCTBOBATh B COOTBETCTBUU C TpeOOBaHUAMU JlaHHOTO [lonoxeHus.

2.8. Kaxplif COTpY/IHUK, YIaCTBYIOIIMH B paMKax CBOMX ()YHKIIMOHAIBHBIX 00s3aHHOCTEH
B IIpolieccax aBTOMAaTU3UpoBaHHON 00pabdoTku KM u nMeromumii J0CTyN K anmapaTHBIM CpeiCTBaM,
nporpaMMHOMY obOecrnieueHuto U JaHHbIM MC, HeceT mepcoHaNbHYI0 OTBETCTBEHHOCTh 3a CBOU
JeicTBUS U 0053aH:

— CTpOro coOuIl0/1aTh YCTAaHOBJIEHHbIE IpaBuiia oOecredeHusi 0e30macHOCTH MHGpOpMaluu
npu paboTe ¢ NpOrpaMMHBIMU M TeXHUYeCKMMU cpeactBamu G,

—13HaTh W CTPOrO BBINOJIHATH IpaBuia pabOThl CO CPEACTBAMH 3alIUThl HWH(OPMALUH,
YCTaHOBJIEHHbIMU Ha KoMnbroTepax MC;

— XpaHUTh B TaiiHe cBOM mapoiib (maponu). B coorBeTcTBuM ¢ TpeboBanusimu Ilonoxenus u
C YCTaHOBJIEHHOH MEPUOJMYHOCTHIO MEHATH CBOM MapoJb (apoiin);

— XpaHUTh YCTAHOBJIEHHBIM IOPSIKOM CBOE MHAMBHIyaJIbHOE YCTPOMCTBO MJIEHTU(UKALIUN
(x1r04) U APYTHe PEeKBU3UTHI B celie (MeTalInuecKkoM mkady);

— BBINOJHSTD [IPaBUJIa AaHTUBUPYCHOM 3aIlIUTHI B TOJIHOM 00BEME;

— HEMEIJICHHO W3BECTUTh OTBETCTBEHHOro 3a 3amMTy HUHpoOpMauud U (WIN)
aMHHHCTpaTOpa HH(GOPMALIMOHHON 0€30IaCHOCTH B CIIy4ae yTepH MHAMBHUAYAIbHOIO YCTPOHCTBA
uAeHTHGUKAIUK (KII0Ya) WM [PU MOAO03PEHUH KOMIIPOMETALMU JIMUYHBIX KIIOYed U mapoiieH, a
TaKkKe Mpu 0OHAPYKCHHH:

a) HApyILIEHUH IIeOCTHOCTH IUIOMO (HaKJIeeK, HapyIIEHUH WM HECOOTBETCTBUU HOMEPOB
neyarei) Ha cocTaBigomuX y3nax U Onokax CBT wnm uHBIX (akTOB COBEpIIEHHS B €ro
OTCYTCTBHE IONBITOK HECAHKIIMOHUPOBAHHOI'O AOCTYIA K JaHHBIM 3amuinaeMbiM CBT;

0) HECAaHKLIMOHUPOBAHHBIX (MPOU3BEACHHBIX C HAPYIIEHHUEM YCTAHOBJIEHHOTO MOPSIKA)
U3MEHEHUH B KOH(UTYpaLlMU POrpaMMHBIX WM anmnapaTtHbix cpeacts UC;

B) OTKJIOHEHUH B HOPMaJIbHOM paboTe CUCTEMHBIX M MPUKIAAHBIX MPOTPAMMHBIX CPEICTB,
3arpyaHsommx skciuryarauuio CBT, BbIxoga U3 CTPOst MM HEYCTOWYHMBOTO (DYHKIIMOHMPOBAHUS
y310B CBT wnu nepudepuitHbix yCTpOMHCTB (CKaHepa, IpUHTEpa U T.I.), a Takke rnepedoeB B
CHCTEME 2JIEKTPOCHAOKEHHUS;
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') HSKOPPEKTHOrO (YHKLIIMOHUPOBAHUS YCTAHOBJICHHBIX HAa KOMIIBIOTEPBl TEXHHUYECKUX
CpPEZCTB 3alUTHI;

1) HEMPETYCMOTPEHHBIX OTBOJIOB Kabelneil ¥ MOJKITFOUEeHHBIX YCTPOHCTB.

2.9. ITonp30BaTeNIO 3ampeniaeTcs:

— MCIIONIb30BaTh KOMIIOHEHTHI MPOTPaMMHOr0 M anmapatHoro obecmeuenus [1OBM B
HECITyKEOHBIX LIETX;

— CaMOBOJIbHO ~BHOCHUTh  Kakue-TMOO W3MEHeHHs B KOH(UTYpaluio ammapaTHO-
nporpaMMHbIX cpenctB MC wmnM  ycTaHaBnuBaTh JONOJHHUTENBHO JHOObIE IPOrpaMMHbBIE U
amnmapaTtHble CpEACTBAa, HE NPEIYCMOTPEHHBIE AapXHBOM JUCTPUOYTHBOB yCTAaHOBJICHHOTO
IpOrpaMMHOTro oOecreueHus;

— ocy1ecTBIATh 00paboTky KM B nmpucyTcTBUM MOCTOPOHHMX (HE JOMYIIEHHBIX K JaHHOU
uH(bOpMAaIUH) JINIT;

— 3aMHUCHIBaTh W XPAaHUTh KOHQHUICHIHAIBHYIO WHGPOPMAIMIO (COAEPKAIIYIO CBEICHHS
OTPaHUYEHHOI'0 PACIPOCTPAHEHNUs) Ha HEYYTEHHBIX MAIIMHHBIX HOCUTENAX UH(OpMAIIH;

— OCTaBJIATh BKJIIOYEHHBIM 0O€3 NPUCMOTpa KOMIBIOTEP, HE AKTUBHU3MPOBAB CpPEICTBA
3anmThl oT HC/L (BpeMeHHY10 OIOKMPOBKY 9KpaHa U KIaBHATYyphl);

— OCTaBIIATH 0€3 JMYHOTO MPUCMOTpa Ha paboyeM MecTe WM rae Obl TO HU ObLIO CBOE
HEPCOHAIBHOE YCTPOMCTBO HMIEHTH(UKALNYU, MAIIMHHbIE HOCUTEIM M pacledyaTkH, coJeprKalue
3anMIaeMyro HHPOpMauio (CBeIeHUs OTPAHUICHHOTO PACIIPOCTPAHECHNUS);

— YMBIIJIEHHO UCHOJIb30BaTh HEJOKYMEHTHPOBAHHbBIE CBOMCTBA U OIIMOKH B IPOrpPaMMHOM
o0ecrieyeHny WM B HACTPOMKax CPEACTB 3alUThl, KOTOPbIE MOTYT IPUBECTU K BO3HUKHOBEHHIO
KPHU3HCHOM CUTyaIuu;

— pasmemath cpenctBa MC Tak, 4ToOBl ¢ HUX CYIIECTBOBANa BO3MOXKHOCTh BH3YaJIbHOTO
CUMTBIBaHUS UH(OPMAIUH.

2.9. AnmMuHucTpaTop 6€30MacHOCTH 00s3aH:

—3HaThb COCTAaB OCHOBHBIX M BCIIOMOTAaTENIBHBIX TEXHUYECKUX CHCTEM U CPEICTB
YCTaHOBJIEHHBIX U CMOHTHpOBaHHbIX B IC, nepeuens UCHoab3yeMoro NporpaMMHOT0 o0ecrieueHus
B UC;

— KOHTPOJIMPOBATh LIEJIOCTHOCTD IevaTrel (IoM0, 3alIUTHRIX HakKJeeK) Ha nepudepuitHoMm
obopynoBanuy, 3aunumeHHbx CBT u npyrux ycrpoiicTBax;

— IPOM3BOANTH  HEOOXOJMMBbIE  HACTPOWKHM  IOACHCTEMBI  YIpPABIEHUS  JOCTYIIOM
ycranoBieHHbIX B IC C31 ot HC/I 1 conpoBoaaTh UX B MPOLECCE IKCIUTyaTal[iH, IPH dTOM:

— peaju30BBIBATH MOJHOMOYHMS JOCTyINa (YTEHHE, 3alMCh) JUIS KaXKIOro MOJIb30BaTeNs K
3JIEMEHTaM 3alMIIaeMbIX HHPOPMALMOHHBIX pecypcoB ((paiiinam, kaTagoram, IpUHTEPY U T.1.);

— BBOJIUTH onucanus nosb3oBateneit UC B uapopmanmonnyto 6azy C3U ot HC/I;

— CBOEBPEMEHHO YAAsATh ONMUCAHUs MoJb3oBarenel u3 6a3pl ganHbix C3U nmpu u3meHeHun
CIMCKA JIONYLIEHHBIX K paboTe JINIL;

— KOHTPOJIUPOBATh JIOCTYIl JIUI] B MIOMEUICHHE B COOTBETCTBUU CO CIUCKOM COTPYIHHUKOB,
JIOTyIIEeHHBIX K padote B VIC;

— IIPOBOJIUTh HMHCTPYKTaXX COTPYIHUKOB - TOJb30BATENIEd KOMIIBIOTEPOB IO IIpaBHJIAM
paboThI ¢ UCTIOIB3YEMBIMU TEXHUYECKUMU CPECTBAMH U CUCTEMaMH 3aIlUThl HHPOpMAIHH;

— KOHTPOJIUPOBaTh CBOEBPEMEHHOE (HE pexe uyeM oAuH pa3 B TeueHue 120 nueit)
MPOBEACHUE CMEHBI IMAPOJICH JJIsl JOCTYIA MOJIb30BaTeNIel K KoMIbloTepaM u pecypcam MC;

—obecreunBaTh TOCTOSIHHBIA KOHTPOJIb BBIOJHEHHUS COTPYAHUKAMHU YCTaHOBJIEHHOTO
KOMIUIEKCa MEpONpuUsATUi o odecneyeHuto 6ezonacHocty nHpopmamuu B 1C,;

— OCYILECTBIIATh KOHTPOJIb MOpsiAKAa CO3/JaHUsA, Yy4eTa, XPAaHEHUS U HCIOJIb30BaHUs
PE3EpPBHBIX M ApXUBHBIX KOMHUIA MAaCCUBOB JIaHHBIX;

— HacTpauBaTb M COIPOBOXKJAATb IOJCUCTEMBI PETUCTPALMM U ydeTa JAEUCTBUHU
nosb3oBareseit mpu padore B MC;

— BBOJIUTH B 0a3y naHHbIX C3U OT HECAaHKIMOHHMPOBAHHOIO JOCTYIA OMHMCAaHUS COOBITHIA,
MOJIKAIIUX PETUCTPALIMU B CUCTEMHOM XKypHaJie;

— IIPOBOJIUTH aHaJIN3 CHUCTEMHOTO KypHasia Ui BBISIBJICHUS MOTIBITOK
HECAaHKIIMOHUPOBAHHOIO JIOCTYIIA K 3alIUIIAEMBIM pECYpcaM He pexe 0JHOro pasa B 10 qHei;
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— OpPraHM30BbIBATH MevaTh (ailyioB MoIb30BaTeNel Ha MPUHTEPE U OCYIIECTBISTh KOHTPOIIb
COONIOZICHHS YCTAHOBJICHHBIX MPABWJI U MAapaMETPOB PETUCTPALMU U yuyeTa OyMakKHbIX HOCHTENEH
uHpopmanuu. ConpoBOXKAATH MOACUCTEMBI 00ecTiedeHus 1enocTHoCTH nHpopmarmu B UC;

—nepuonuyeckn TtectupoBath ¢GyHkmuu C3U or HCJI, ocobGeHHO mpu H3MEHEHUH
IIPOrPAMMHOM Cpe/ibl U IIOJTHOMOYUI UCIIOJIHUTEIIEH;

— BOCCTaHABJIMBATh MPOrPaMMHYIO Cpelly, IporpaMMHble cpefactBa U Hactporiku C3U mpu
cOosx;

—Bectu aABe komuu Tmporpammubix cpenctB C3M or HCJ[ m KOHTpoiMpoBaTh HUX
paboToCroCOOHOCTH;

— KOHTPOJIMPOBAaTh OTCYTCTBHE HA MAarHUTHBIX HOCHTENSX OCTAaTOYHOW WHGOpMAIUU IO
OKOHYaHUM padOTHI 110JIb30BATENEH;

— MepUOIUYECKH OOHOBISTH AHTUBUPYCHBIE cpeicTBa (0a3bl JaHHBIX), KOHTPOJIHUPOBATH
coOJII0ICHHE TT0JIb30BATEISIMH MOPSIIOK U IIPaBUiIa IPOBEACHNUS aHTUBUPYCHOTO TECTUPOBAHUS:

— IPOBOJIUTH PabOTy MO BBHISBICHHIO BO3MOXHBIX KAaHAJOB BMEIIATENIbCTBA B IpoOIIeCC
¢ynkunonupoBanusi C u ocCyliecTBIEHUS! HECAHKIIMOHMPOBAHHOTO JIOCTyNa K MH(QOpManuu U
TEXHUYECKHUM CPEACTBAM BBIYMCIUTEIbHON TEXHUKU;

— CONPOBOX/IAaTh TMOJCHCTEMY 3allUThl WH(POPMAIMKA OT YTEYKH 32 CUET MOOOYHBIX
JNEKTPOMArHUTHBIX M3IYYeHUM U HABOJOK, KOHTPOJIUPOBATH COOIOJeHHEe TpeOoBaHUI 10
pa3MEeLICHHUIO U UCII0JIb30BaHMIO TeXHUUeckuX cpeacts UC;

— KOHTPOJIMPOBaTh COOTBETCTBUE JOKYMEHTAJIBHO YTBEPKIECHHOIO COCTAaBa alMapaTHOM U
nporpamMuoii dactu MC peanbHbIM KOH(MUTYpanusM, BECTH YYeT HW3MEHEHH armapaTHO-
IpOrpaMMHOM KOH(pUTYpaIuy;

— o0ecrnieunBaTh CTPOTOE BBIMOJIHEHWE TpeOOBaHUN 10 oOecnedeHnto 0e30MacHOCTH
UHQOpPMALMU TPU OpraHu3aluu TexHuueckoro odciyxusanus MC u oTnpaBke €ro B PEeMOHT
(KOHTpONMpPOBATh 3aTHpaHuEe KOH(MUIEHIMAIbHON HH(GOpMAalMM HAa MarHUTHBIX HOCHUTENSAX C
COCTaBJIEHUEM COOTBETCTBYIOIIETO aKTa);

— IIPUCYTCTBOBaTh (y4yacTBOBaTh) B paboTax MO BHECEHMIO H3MEHEHUH B ammaparHo-
nporpaMMHyto koHguryparmio 1C;

—BecTu «yuera HemTaTHeIX cutyaruit UCII/IH, BeIMOTHEHUST MPOPUIAKTHYECKUX PAOOT,
YCTQHOBKH U MOJU(UKAIMY allapaTHbIX U MPOrpaMMHBIX cpeAcTB Ha kommbiotepax UCIIIu»;

— HOJACPKUBATh YCTAHOBJIEHHBI TMOPSJIOK TPOBEAEHUS AaHTUBHPYCHOTO KOHTPOJIS
coryiacHo TpeboBaHuil Hacrtosimero IlonoxkeHuit B cilydae OTKa3a CpPEACTB M CHUCTEM 3alIUTHI
uH(pOpMaIMU IPUHUMATH MEPHI 110 UX BOCCTAHOBJICHHUIO;

— JIOKJIaJIbIBaTh ~ OTBETCTBEHHOMY 3a 3alMTy HWH(pOpMAlMM, OTBETCTBEHHOMY 3a
skcrryatanuio MMC o HempaBOMEpHBIX AEWCTBUAX IOJIb30BATENEH, MPUBOIALUIMX K HApPYIIEHHUIO
TpeGoBaHuil 1o 3amuTe HHPOPMALIUH;

—BecTH JokyMmeHTaunto Ha HMC B COOTBETCTBUM C TpeOOBAaHUSMU HOPMATHUBHBIX
JIOKYMEHTOB.

2.10. AnmuHHCTpaTOp OE30MACHOCTH W OTBETCTBEHHBIH 3a 3aIIUTy WHPOPMAIUU WMEIOT
IPaBo:

— TpeboBaTh OT COTPYIHUKOB - rmonb3oBareneili MC cobnmtoneHuss yCTaHOBICHHOU
TEXHOJIOTUH 00pabOTKM MH(POPMALIMU U BBINOJIHEHHUS] MHCTPYKLUI 0 oOecrieueHnio 6€30MacHOCTH
u 3aure nadopmanuu B UC;

— MHULUMPOBATh MPOBEACHUE CIY)KEOHBIX pacciaeloBaHUNH 1o (akram HapyleHHs
YCTaHOBJIEHHBIX TpeOOBaHUIl oOecreueHusl 3alluThl, HECAHKIIMOHUPOBAHHOTO JOCTYyTMa, yTPaThl,
MOIU(HUKAIMY, TIOPYH 3alUIIaeMON HHPOPMALMN U TeXHUYECKuX KomnoHeHToB UC,;

— TpeboBaTh NnpekpalieHus 00padoTkn HHPOPMAIMK B CIIy4ae HapyLIEHUs] YCTaHOBIEHHOTO
nopsiika paboT WK HapylieHus: (yHKIMOHUPOBAHUS CPEICTB M CUCTEM 3alLUThl HH(OPMAIIH;

— y4acTBOBaTh B aHAJIM3€ CUTYyalluH, Kacaroluxcs (yHKIHMOHUPOBAHUS CPEICTB 3aLUTHI
UH(POPMALIMH U pacciaeoBaHus (aKTOB HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

3. lopsinok pe3epBUPOBAHUSI M BOCCTAHOBJIEHHSI PAdOTOCHOCOOHOCTH TEXHUYECKHX
CpeIcTB M MPOrpaMMHOI0 obecriedeHus, 0a3 JaHHbBIX, 3alIUIIAeMO MH(POPMAIIMU U CPEACTB
3alUThl HH(pOpMALMH.
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3.1. Hacrosimuii mopsioK onpezenseT OpraHu3alfio Pe3epBUPOBAHUS U BOCCTAHOBJICHUS
paboTOCTIOCOOHOCTH TEXHUYECKUX CPEACTB U MPOrPaMMHOT0 obecrieueHusi, 6a3 JaHHBIX U CPENICTB
3alIUTHl UH(POPMALIHH.

3.2. K ucnonbs3oBanuto, ansi coszgaHus pesepBHod kormuu B MC, nmomyckaroTcs TONBKO
3aperucTpUpPOBAHHBIE B KypHAJIE yuyeTa HOCUTEIIN.

3.3. AnMuHuCTpaTop 0€30MacHOCTH O0s3aH OCYIIECTBISATh MEPUOJUYECKOE PE3epPBHOE
KOTMPOBaHUE KOH(PUIACHINAILHOW HHPOPMALINH.

3.4. ExxeHenenbHO, MO OKOHYaHHWIO PabOThl ¢ KOH(UIECHIMAIBHBIMH JOKYMEHTaMH Ha
KOMIIBIOTEPE, MO0JIb30BaTENb, MPU OTCYTCTBUM aJMUHUCTpaTOpa, 00s3aH CO3/1aBaTh PE3EPBHYIO
KOIHMIO KOH(PHIACHIIMAIBHBIX JTOKYMEHTOB Ha 3apeructpupoBaHHbld Hocutenb (HXKMJ], HI'M/I,
¢uem-nakonuTeNnb, ApPYyrue), co3maBas TeM  CaMbIM  PE3EpPBHBIA  DJIEKTPOHHBIH  apXWB
KOHGUACHIINATBHBIX TOKYMEHTOB.

3.5. Hocurenu uadopmarmu (HXXMJI, HTM/I, dnem-HakonmuTems), TpeTHa3HAYCHHBIE TS
CO3/IaHHS PEe3epBHON KONMMM U XpaHEHUs KOoH(UIEHIMAIbHON WHGOPMALMU  BBIIAIOTCS
YCTAHOBJIEHHBIM TMOPSAKOM PYKOBOJMTENIEM, OTBETCTBEHHBIM 3a 3alUTy MHGpOpMauuu U (WIH)
aaMuHHUCTpaTopoM. [lo OKOHYaHUM TPOIEAYPHI PE3EPBHOTO KOMMPOBAHUS 3JIEKTPOHHBIE HOCUTEIU
KOH(pHIEHIIMATBHON HH(pOpPMAIMK CHAIOTCS HAa XpPaHEHHWE aTIMHHHUCTPATOpPy O€30MacHOCTH, WU
PYKOBOAMTENIO, MJIK OTBETCTBEHHOMY 3a 3alllUTy HH()OpMAIIIH.

3.6. [lepen pe3epBHBIM KOMMPOBAHHEM IMOJB30BATEIb MM aIMHHHUCTPATOpP 0€30MacHOCTH
00s13aH mpoBepuTh deKTpoHHBIH HocuTenb (HXXMJI, HI'M/I, dnemr-HakonuTenb) Ha OTCYTCTBHE
BHPYCOB.

3.7. Daiinpl, MOMENaeMble B D3JEKTPOHHBIM apXHWB JOJDKHBI B 00S3aT€ILHOM TMOPSIKE
IPOXOJUTHh AaHTUBUPYCHBIN KOHTPOJIb B COOTBETCTBUH ¢ 1. 7 Hactosuiero Ilonoxenus.

3.8. 3ampenaercs 3anuch MOCTOPOHHEN MH(pOpMAIMK Ha 3eKTpoHHble HocuTenu (HXXKM/,
HI'M/I, grem-nHakonuresns) pe3epBHON KOTIHH.

3.9. [Topsiok co3aHust pe3epBHON KOIHMHU:

— BCTaBUTh B KOMIIBIOTEP 3apETUCTPUPOBAHHBIN 351eKTpoHHbIN HocuTens (HOXKMJ, HIM/,
(Ien-HaKoNUTeNb) ISl PE3€PBHOTO KOMUPOBAHMUS;

— BBIOpaTh HEOOXOIUMBIH KaTasor ((aii) s cCo3gaHusl Pe3ePBHOTO apXUBa;

— IIPU UCTIOJIb30BAaHUM CHCTEM YIpaBlIeHUs 0a3aMM JaHHBIX HEOOXOIUMO co371aTh (haili ¢
pe3epBHOM KOMMEH 3anuinaeMon nH(GOpMaIMy ¢ TOMOIIBIO BCTPOSHHBIX CPEJICTB CUCTEMBI;

— BBINOJIHUTB IPOLEAYPY CO3AAHUS PE3EPBHON KOIUY;

— IPOM3BECTU KOMMPOBAHUE HA OTUYKJAEMBbIi HOCUTEIb;

— MPOU3BECTH OTKIIIOYEHHE OTUYXKAAEMOro HOCHUTENS M, CO3[aB HEOOXOAMMBIE 3alliCU B
KypHaJIax yOpaTh HOCUTENb B XPaHUJIUIIIE.

3.10. XpaHeHue oTuyk/1aeMOro HOCUTENS C Pe3epBHOM KoNuel 3amunaeMol nHpopmanun
OCYIIECTBIISIETCS B CIELUUAIBHOM METANIMYECKOM XPAaHWJIMILE COBMECTHO C KIIIOYEBOM U
ayTeHTU(UIUpYyomel nHpopMarue.

3.11. TIpn BoccTaHOBIEHHH pPaOOTOCIIOCOOHOCTH TPOTPAMMHOTO OOECIeUeHHUs] CcHadaa
OCYILECTBIISICTCSI PE3EPBHOE KOMUPOBAHHE 3alUIaeMOi HH(POpPMALUU, 3aTeM IPOU3BOAUTCS
MOJIHAsL AEUHCTAIIIALNS HEKOPPEKTHO pabOTaIOLIEro MpOorpaMMHOI0 00eCeYeHHUs.

3.12. BoccTaHOBIEHHE  MPOTPaMMHOIO  oOecrieyeHHss  MPOU3BOAMUTCS  IYTEM  €ro
WHCTAJISIUU C MCTIOIb30BaHUEM 3TAJTOHHBIX JUCTPUOYTHUBOB, XpPaHEHHE KOTOPBIX OCYIIECTBIISETCS
aJIMUHUCTPATOPOM O€30MaCHOCTH B CHEIHATIBLHOM XPAHUIHIIIE.

3.13.Tlpy HEOOXOOUMOCTH pEMOHTa TEXHWYECKHX CpEICTB, C HHUX YyIAISIOTCA
OTIEYATHIBAIOIIME IJIOMOBI, HM3BIMAIOTCS HOCHTEIM KOH(QUACHIMATbHOW HHGPOpMAMK U TIO
COIIACOBAHUIO C aJMMHUCTPATOPOM O€30MacCHOCTH, OTBETCTBEHHBIM 3a 3alIUTy MH(pOpMaluu U
NpeACTaBUTENIEM OpraHM3allud, NPOBOJUBINEH aTTecTalMio, OOOpYyJOBaHUE IepelaeTcs B
CEpPBUCHBIN IEHTp NPOU3BOAMWTENA. PeMOHT HocHTenel 3amumaeMoll WHGOpPMAIMK  HE
nomyckaercs. HeucnpaBHbele HOCUTENH € 3alUIaeMol MH(oOpMaIel mouiexar yHUYTOKESHUIO B
COOTBETCTBUM C TOPSAKOM YHHMUTOXKEHHUS HOcuTened 3amumaeMoil mHpopmanuu. PabGota ¢
UCIIOJIb30BAaHUEM HEMCIIPABHBIX TEXHUYECKUX CPEJICTB 3aIlIPEIaeTCsl.
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3.14. Tlpu pabGore Ha kommbioTepax WC pexomMeHAyeTcss HCIOJb30BaTh HCTOYHUKU
OecriepeOONHOr0 MUTaHUS, C 1eJIbI0 MPEAOTBPAIICHUS TOBPEKICHH TEXHUUECKUX CPEICTB U (WIIK)
3anmaeMoi nHGopMaIy B pe3ysbTaTe cOOEB B CETH DIICKTPOIIUTAHHUS.

3.15. Ilpu BoccTaHOBJIEHHH PAOOTOCIIOCOOHOCTH CPEACTB 3aIUThl MHGOPMAIMH CIEAYeT
BBIIIOJIHUTh MX HACTPOMKY B COOTBETCTBUM C TpeOOBaHMAMHU O€30MacCHOCTH WH(POPMAINH,
U3JI0)KEHHBIMA B TEXHUYECKOM 3a/laHMM Ha CO3JaHHE CHUCTEMBl 3alUThl KOH(UICHIIHMATBHBIX
naHHbIX. OueHky 3((eKTHBHOCTHM MaHHBIX CPEACTB 3AIUTHI JOJDKEH BBIMNOIHATH COTPYTHHUK
OpraHM3aliy, HMEIIIed  JUIEH3UWI0 Ha  JIeATENbHOCTh MO  TEXHUYECKOW  3alluTe
KOH(QUACHIIMATLHOW HH()OPMAIIHH.

3.16. BoccTaHoBieHue CpeaCTB 3alIUThl MHGOPMAIUU MPOU3BOJUTCS C HCIOIb30BAaHHEM
STAJIOHHBIX CEPTU(UIIMPOBAHHBIX TUCTPUOYTHBOB, KOTOpBIE XpaHATCS B XpaHwmmmie. llocie
YCIEIHOM HACTPOWKHM CpelICTB 3aluThl WHGOPMAlKMU HEOOXOIMMO BBHINOIHUTH PE3EPBHOE
KOTMMPOBAaHUE HACTPOCK JAHHBIX CPEJICTB C TIOMOIIBIO BCTPOCHHBIX B HHUX (yHKIHMA Ha
3aperucTpUpPOBAHHBIA HOCUTEII.

3.17. OTBeTCTBEHHOCTD 3a MpOBEACHUE pe3epBHOro konupoBanus B MIC B COOTBETCTBUH C
TpeboBaHusMU HacTosiero [lonoxeHus Bo3naraercs Ha aIMHHUCTpATOpa 0€30MacHOCTH.

3.18. OTBETCTBEHHOCTh 32  TNPOBENCHHE  MEPONPHUSATHA 1O  BOCCTAaHOBJICHHUIO
paboTOCIIOCOOHOCTH TEXHHUYECKUX CPEICTB M MporpaMmHoro ooOecriedeHuss 0a3 JaHHBIX
BO3JIaraeTcs Ha a/IMUHUCTpaTOpa O€30MacHOCTH.

3.19. OTBeTCTBEHHOCTH 3a MPOBECHIE MEPOTIPUSATUI 0 BOCCTAHOBJICHHUIO CPEACTB 3aIUTHI
UH(OPMALIMHU BO3JIaraeTcs aAMUHUCTPATOpa OE30MaCHOCTH.

4. Ilopsigok KOHTPOJIsA 3alMThI HHpopManuu B UC ¥ npuocTaHOBKY NpeocTaBIeHUSA
KN B cayuyae oOHapy:keHMsi HapylleHHH mopsizka wux npegocrasiaenus. Ilopsiaok
pa3oupareJibCTBa M COCTABJIEHMSI 3aKJIKOYeHHMd 1o d¢akTaM HecoOM0AeHns] YCI0BUI
XpaHeHUsI HocuUTeslell KOHQUICHUHANBbHBIX JAAHHBIX, HCIOJb30BAHHMSA CPEACTB 3aIHUThI
HH(OPMALMH U IPUHATHE MeP 10 NPEAOTBPAILEHHIO BO3MOKHBIX ONIACHBIX MOCJIeACTBH.

4.1. Kontponab 3auutsl nHpopmarmu B MIC - KOMIUIEKC OPraHU3alMOHHBIX U TEXHUYECKUX
MEPOINPHUATHN, KOTOPBIE OPraHU3YKOTCA M OCYIIECTBISIOTCS B LEIAX HNPEAYNPEKACHUS H
IIPECEYEHMS] BO3MOKHOCTH MOJIY4E€HHS IOCTOPOHHUMU JIMIIAMH OXPAHSAEMBIX CBEICHUM, BBISIBICHUS
U TpPeJOTBpALICHMUs] YTEUKH HMHPOpMAlMU 1O TEXHUYECKHM KaHajlaM, HCKJIIOYEHMs] WU
CYIIECTBEHHOT'O 3aTpyJHEHHsS HECAaHKLIMOHUPOBAHHOIO [JOCTyNna K HWHGOpMAIMM, XUILEHHUS
TEXHUYECKUX CPEJICTB M HOcHUTEeled MHPOpMaluy, MPeIOTBPALIEHHS CIEIUAIbHBIX IPOrpaMMHO-
TEXHUYECKUX BO3JCHCTBUH, BHI3BIBAIOIIMX HAPYIIEHUE XapaKTEPUCTHK 0€30acHOCTH HH(pOopMaluu
WM paboTOCIIOCOOHOCTH CUCTEM MH(OPMATHU3ALINH.

4.2. OCHOBHBIMH 3371a4aMH KOHTPOJIS SIBJISIOTCS:

— IpOBEpPKa OpraHU3alMd BBIMOJIHEHUS] MEPONpPUATHN MO 3aluTe HHPOpMauuu B
HOJpa3JeNIeHNsIX OpraHu3alny, ydeTta TpeOOBaHUHM MO 3amuTe MHGOpMaIMM B pa3pabaThiBa€MbIX
IUTAHOBBIX U PacloOpsIUTENbHBIX JOKYMEHTAX;

— BBISIBJICHHE JIEMAaCKUPYIOIIUX MpU3HakoB 00bekToB UC;

— YTOUYHEHHUE 30H IepexBara oOpabaTbiBaeMoil Ha 0OBEKTaX HHPOpPMAIMH, BO3MOXKHBIX
KaHAJIOB yTE€YKHM HWHGPOpPMAlUM, HECAaHKIMOHMPOBAHHOTO JOCTyHa K HEH U MpOrpaMMHO-
TEXHUYECKUX BO3JIEHCTBUI Ha HH(POPMAIIHIO;

— MPOBEPKA BBHITIOJIHEHUS YCTAHOBICHHBIX HOPM M TpeOOBaHUI 1O 3aIiuTe HHPOPMALUU OT
YTEUKH N0 TEXHUYECKUM KaHajaM, OLEHKa JOCTaTOYHOCTU U 3((HEKTHUBHOCTU MEPONPUSITUN IO
3anmTe HHPOpMaLuy;

— IpOBEpKa BBINOIHEHUs TpeOoBaHuii 1o 3amure MC oT HeCaHKIIMOHUPOBAHHOTO JIOCTYIIA;

— IIPOBEpKa BBINOJIHEHUS. TPeOOBAaHWM 1O AHTUBUPYCHOW 3alllUT€ aBTOMATU3UPOBAHHBIX
CUCTEM U aBTOMATU3MPOBAHHBIX pabOYNX MECT;

— MpoBepKa 3HaHUN PabOTHHUKOB MO BONPOCAM 3AIUTHI MHPOPMALMU U MX COOTBETCTBHS
TpeOOBaHUSAM YPOBHSI MOATOTOBKH ISl KOHKPETHOTO pabOyero Mecra;

— ONEepaTHUBHOE MPHUHATHE Mep MO MPEeCeUYEeHUI0 HapylIeHUH TpeOOBaHWM (HOPM) 3alMThI
nnpopmanuu B UC;
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— pa3paboTka mpeT0KEHHUH 10 YCTPaHEHHIO (0CIa0JIEeHUI0) TEeMACKUPYIOIINX MPU3HAKOB U
TEXHUYECKUX KaHAJIOB YTEYKU MH(POPMAIUH.

4.3. KoHTpoab 3amuThl WHOOPMALUK TPOBOJUTCSA C YYETOM PEATBbHBIX YCIOBHH MO BCEM
¢dusznyeckuM MOJSM, N0 KOTOPHIM BO3MOKEH IepexBaT HHGpopMmanuu, nupkynupyomeid B MC
OpraHu3allM, OCYIIECTBISACTCA 1O OOBEKTOBOMY MPUHIIMIY, MPU KOTOPOM Ha OOBEKTE
OJIHOBPEMEHHO TPOBEPSIIOTCS BCE BOMPOCHI 3amuThl uHQOpMaruu. [lepedeHp KaHANOB yTEUYKH
YCTaHaBJIMBAETCA B COOTBETCTBUU C MOJCIIBIO YTPO3.

4.4, B x0/1€ KOHTPOJIS POBEPSIIOTCS:

— COOTBETCTBHE TPUHATHIX Mep MO oOecnedeHnto 0e30MacHOCTH KOH(HUICHIIUATHHON
uadopmanuu (gamee — Ob KN);

— CBOEBPEMEHHOCTh M TIOJIHOTA BBINIOJIHEHMsI TpeboBaHuil Hacrtosmero Ilomoxenus u
JIpyrux pykoBosamux q1okymentos Ob KU,

— TIOJTHOTA BBISIBJICHUS JIEMACKUPYIONINX MPU3HAKOB OXPAHSIEMBIX CBEIEHUN 00 00BEeKTax
3alUThl U BO3MOXKHBIX TEXHHYECKMX KaHAJOB YTEUKH HH(OpMAalMM, HECAHKIIMOHHPOBAHHOTO
JOCTyTIa K HeW ¥ MPOrpaMMHO-TEXHHUECKUX BO3ACUCTBUI Ha HH(POPMAIHIO;

—3(pdEeKTUBHOCTh MPUMEHEHHS] OPTraHU3AIMOHHBIX U TEXHUYECKHX MEpPONpUATHH IO
3anTe HHPOpPMauy;

— yCTpaHEHHE paHee BHISBJICHHBIX HEJJOCTATKOB.

Kpome Toro, Moryt npoBOAUTHCS HEOOXOIUMBIE U3MEPEHUS M PACUEThl, IPUTIAIICHHBIMU
JUISL OTUX LeJIeld CrielualiucTaMi OpraHu3alii, UMEIoIIe cooTBeTcTByromue auieH3nn OCTIK
Poccun.

4.5. OCHOBHBIMH BHJIaMU TEXHHUYECKOTO KOHTPOJS SBISIOTCS BU3YaJIbHO-ONTUYECKUI
KOHTPOJIb, KOHTPOJb 3(PPEKTUBHOCTH 3aIUTHI HHPOPMAIIUK OT YTEUKH MO TEXHUYSCKUM KaHaJlaM,
KOHTPOJIb HECAHKIMOHUPOBAHHOTO JIOCTyNMa K HWHGOpPMAUA ¥ MPOrPaMMHO-TEXHHYECKHX
BO3JICUCTBHI Ha MH(POPMAIIHIO.

4.6. [TonmydeHHple B XOJ€ BEACHHUS KOHTPOJS pe3ylnbTaThl 00pabaThIBalOTCS H
AQHATM3UPYIOTCS B IIEJISIX OMPENENICHUs JTOCTATOYHOCTH U A(D(PEKTUBHOCTU MPEIIMUCAHHBIX MEp
3amuThl MHGOPMAllMd W BBISIBICHUA HapyiieHui. [Ipum oOHapyXeHHH HapylIeHWid HOpM U
TpebOBaHMII 10 3amuTe HHHOPMAIIMHN aIMUHUACTPATOP 0€30MMaCHOCTH TOKJIABIBAET PYKOBOJAUTEIIO
JUIST TIPUHATUS WM pEUIeHWs O TpeKpalieHuu o0paboTku uHGOpMAllMM U TMPOBEACHUS
COOTBETCTBYIOIIMX OPraHU3allMOHHBIX M TEXHUYECKUX MeEp IO YCTPAHCHHUIO HapYIICHUS.
PesynbpTarhl KOHTpONS 3amUThl UHGOpMANUU OGOPMISIOTCS aKTaMH JIMOO B COOTBETCTBYIOIIMX
JKypHajiax y4deTa pe3yJbTaTOB KOHTPOJIS.

4.7. HeBbllloNIHEHUE  TMpEANMMCAHHBIX  Meponpustuid 1o 3amute KW, cuurtaercs
NPEINOChUIKON K yTeuke nHpopmanuu (aanee - NpearnochliKa).

[To xaxmoi MNpeArnochUIKe IS BBISICHEHHS OOCTOSITENECTB M MPUYHH HEBBIMOTHEHUS
YCTAaHOBJICHHBIX TPEOOBaHMIM TO YKa3aHUIO PYKOBOJUTENS WJIM OTBETCTBEHHOTO 3a 3alUTy
uHGOpMAaIIUU TPOBOIUTCS pacciel0OBaHuUE.

st mpoBeieHus pacciaeoBaHusl Ha3HAYAeTCS KOMUCCHS C IPUBJICYCHUEM aJIMUHUCTpATOpa
oesomacHoctn. Komuccusi o0s3aHa yCTaHOBHTh, HMeJa JIM MECTO YyTeuKa CBEJCHUH, U
00CTOSATETLCTBA €1 COMYTCTBYIOIINE, YCTAHOBUTH JIMI], BAHOBHBIX B HapPYyIICHUM MPEAMUCAHHBIX
MEPONPUITUNA TIO 3aIuTe HWHPOPMAIMH, YCTAHOBUTH MPUYMHBI M YCJIOBHUS, CIOCOOCTBOBABIIKE
HapyIIeHHUIO, U BBIPA0OTAaTh PEKOMEHIAIMH IO WX ycTpaHeHuto. [locie okoHUaHus pacciieoBaHUs
PYKOBOJUTENb MIPUHUMAET PEIICHHE O HaKa3aHUM BHHOBHBIX JIMII U HEOOXOAMMBIX MEPOMPUSITHIX
110 YCTPAHEHHUIO HEIOCTATKOB.

4.8. BeneHue KOHTPOJSL 3allMThl HHQPOPMAIMM OCYIIECTBISCTCS IyTeM MPOBEICHHU
MEPUOINYECKUX, IUIAHOBBIX W BHE3AMHBIX TIPOBEPOK OOBEKTOB 3amuThl. [lepmoamueckue,
IUTAHOBBIE W BHE3aMHBIE MPOBEPKU OOBEKTOB OPTaHH3AIMH IMPOBOISATCS, KaK MPaBWIIO, CHUIAMHU
aIMUHUCTpaTOpa O€30MaCHOCTH U (MJIM) OTBETCTBEHHOTO 3a 3alUTy HH(GOPMAITUHU, B COOTBETCTBUH
C YTBEPKJECHHBIM IUIAHOM WJIU TI0 COTJIACOBAHUIO C PYKOBOIUTEIIEM.

4.9. OmHo# u3 GopM KOHTPOJIS 3alUTHl MHPOPMAIUH SIBIISIETCS 00CIeI0BaHUE OOBEKTOB
HC. Ono nmpoBoAMTCS HE peke OJHOTO pas3a B ToJ paboueil Tpynmoi B cOCTaBe aJMUHUCTPATOPA
0e30macHOCTH, OTBETCTBEHHOTO 3a 3aluTy HWH(OOpPMAIMU, OTBETCTBEHHOTO 3a JKCIUTyaTaIHIO
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obbekTa. [lms oOcienoBanmss MC MokeT mNpuBIEKAThCS OpraHU3ANMs, HWMEIOIIAs JIMIICH3UIO
OCTOIK Poccun Ha nesATEIBHOCTD MO TEXHUYECKOM 3auTe HHGOPMAITUH.

4.10. O6cnenoanne MC mpoBOAMTCS C IIENBIO ONPEACTICHUS COOTBETCTBUS MOMEIICHUH,
TEXHUYECKUX U MPOTPaMMHBIX CPEICTB TPeOOBAHUSM MO 3aluTe MH(GOPMAaLUY, YCTAaHOBICHHBIM B
«ATTecTaTe COOTBETCTBUS» TPEOOBAHUSM IO 0€30MACHOCTH WH(OPMAIIUH.

4.11. B xone oOcineaoBaHus IPOBEPSIECTCS:

— COOTBETCTBHE TEKYIIUX YCIOBUN (YHKITMOHUPOBAHUS OOCIEIYeMOro OOBEKTa YCIOBUSM,
CJIOXHBIIMMCS HA MOMEHT IIPOBEPKU;

— cOOJII0JIEHNE OPraHU3alMOHHO-TEXHUYECKUX TpPeOOBaHUN TMOMENICHUH, B KOTOPBIX
pacnionaraercsa 1C;

— COXPaHHOCTh TMeJarel, MmIoMO Ha TEeXHHYECKHX CpEACTBaX mepedaadyd u o0paboTku
uHbOpMaIny, a TaK)Ke Ha YCTPONCTBaX UX 3alIUThI, OTCYTCTBUE MOBPEXKICHUI SKPAHOB KOPIYCOB
anmapaTypsbl, 000J104€K Kabeneil 1 X COeMHEHHM C IIMHAMU 3a3€MJICHUS;

— COOTBETCTBHE BBITIOJNHAEMBIX Ha OOBEKTE MEPONPUSATUN MO 3ammTe HHGOpPMAaLUU
JTAHHBIM, U3JI0’)KEHHBIM B HACTOSIIIEM TOJI0KECHUH;

— BBITIOJTHEHHE TpeOoBaHUit 1o 3aluTe nHGOPMAITMOHHBIX CUCTEM oT
HECAaHKIIMOHUPOBAHHOTO JJOCTYTIA;

— BBITOJTHEHNE TPeOOBaHUI 110 AHTUBUPYCHOM 3aIlHTE.

4.12. JInsg BBISIBICHUS PATUOIICKTPOHHBIX YCTPONUCTB H  TIPOBOJOB HEW3BECTHOTO
Ha3HAYEeHMsI, MPEAHAMEPEHHOTO0 HAPYIIEHUs 3alllUTHBIX CBOMCTB 000OpYyAOBaHHSA, a TakXkKe He
MPETYCMOTPEHHBIX MPABWJIAMHM D3KCIUTyaTallid OTBOJOB OT OOOpPYJOBaHUSI M COEIMHUTEITBHBIX
JIMHUM, TPOJIOKEHHBIX B BBIJICTICHHBIX U 3alllMIIAEMbIX MTOMEIICHUIX, a TaK)Ke JIPYruX HapylIeHUH
U CI0cOOOB BO3HUKHOBEHUS KAHAIOB YTEUKHA HHPOPMAIIUU HEOOXOIUMO:

— TIIATENBHO OCMOTpPETh MeOenb, CYBeHHUPHI (OCOOEHHO HHOCTPAHHOTO MPOM3BOCTBA),
o0opyI0oBaHHEe, YCTAaHOBJICHHOE B HSTOM TIOMEIICHUH, OCBETUTEIBHYIO almapaTypy, HHIINA
OTOMUTENBHBIX OaTapeil, MTOPbl, OKOHHBIE MPOEMBI U T.1.;

— BCKPBITh 1 OCMOTPETH PO3ETKH, BHIKIIOUATEIN OCBETUTEIHLHON CETH, TIOKU BEHTHIIISIINHN U
KaHAJIbl CKPBITOM ITPOBOJIKH;

— MIPOBEPUTH KAYECTBO YCTAHOBKH CTEKJIONIAKETOB OKOHHBIX MPOEMOB;

— IIPOBECTH anmnapaTypHYIO MPOBEPKY MOMENIEHUS Ha OTCYTCTBHUE BO3MOXXKHO BHEIAPEHHBIX
3JIEKTPOHHBIX YCTPOUCTB MepexBara HHGopMaIuu (Ipu HAJTUIUU COOTBETCTBYIOIIEH amnmaparypsl),
npu HEOOXOJUMOCTH JJisl TPOBEACHUS JAHHBIX BUIOB paObOT MOTYT MPUBJIEKATHCS OpPraHU3allvu,
uMerorue cootBeTcTBytomue juieHzun ®Ch Poccun.

4.13. T'ocynapcTBeHHBIN KOHTPOJIb COCTOSIHMSI 3allUThl HWH(OPMAIUK OCYIIECTBISIETCS
®enepalibHON CITyKOBbl 110 TEXHUYECKOMY M 3KCHOPTHOMY KOHTpoito Poccun u ®enepanbHOM
cmyx00i1 6e3omacHocTy Poccum B paMkax WX MOJTHOMOYMN B COOTBETCTBUU C JACHCTBYIOLIUM
3akoHoaarenscTBoM Poccuiickoit denepanuu. JlocTyn nmpencraBuTeneld yKa3aHHbIX (enepanbHbIX
OpPTraHOB HCIIOJIHUTEIHHON BIACTH HAa OOBEKTHI JJI MPOBEACHUS MPOBEPKH, a TakKe K padoTam u
JIOKyMEHTaM B 00beMe, HEOOXOIUMOM I OCYIIECTBICHUS KOHTPOJsS, OOECredyruBaeTcs B
YCTaHOBJICHHOM TMOPSIIKE MO MPEAbSBICHUN CIYKEOHOTO YIOCTOBEPEHHUS COTPYAHHKA, a TaKkKe
JIOKyMEHTa YCTaHOBJIEHHOH ()OpMBI Ha TTPABO MPOBECHUS ITPOBEPKHU.

5. Mopsinok o0ydeHusi mepcoHaja npakTtuke padorbl B UC B yacTh obecnmevyeHUs
Oe3onacHocTH KOHGUAEHINATBHON HH(pOPMALNH

5.1. Ilepen nauamom pabotsl B MC mosib30BaTeN JOTKHBI 03HAKOMHUTHCS ¢ WHCTPYKITUSIMHU
10 UCIIOJIB30BAHUIO MPOTPAMMHBIX U TEXHUUYECKHUX CPEACTB, 110 MCIOIb30BAHUIO CPEICTB 3aLIUThHI
rnH(pOpMaILIUY OJT POCITUCH.

5.2. [Tonp30BaTeny JOHKHBI MIPOAEMOHCTPUPOBATH aJIMUHUCTPATOPY 0€30MacCHOCTH H(WIIH)
OTBETCTBEHHOMY 3a 3alIUTy HH(GOpMalUUd HalWuyue HEOOXOJUMBIX 3HAHUHW W YMEHMH JUIs
BBINOJIHEHHSI TpeOoBaHMi HacTosmiero [lonoxxeHus. AIMUHHCTpATOp O€30MaCHOCTH JAOJKEH BECTU
JKypHaJI yueTa IpOBEPOK 3HAHUM U HABBIKOB MOJIb30BaTENEH.

5.3. [lonp30Bareny, JEMOHCTPUPYIOIIME HEAOCTATOYHBIE 3HAHUA M yMEHUS s
oOecrnieueHrs 0€30MacHOCTH KOH(QUACHIHAIbHON MH(GOpPMallud B COOTBETCTBUU C TpeOOBaHUSMU
HACTOSIILIETO MOJIOKeHUs, K padote B IC He nomyckarorcs.
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5.4. OTBETCTBEHHBIM 3a OPTaHM3AIMI0 OOYUYEHHsS W OKa3aHHUE METOIWYECKOW TMOMOIIU B
TOI'ATIOY «ArpapHO-NIPOMBIIIIICHHBIA KOJIIEIX» SBISACTCS aIMUHUCTPATOP O€30MaCHOCTH.

AJIMMHHUCTPATOp JIOJDKEH OPraHU30BBIBATH COBEIIATENIbHBIC MEPONPUITHUS U UHCTPYKTAXKH,
HaIpaBJICHHBIC HA:

— pa3bsiCHEHUE COTpYAHUKAM TpeboBaHMi OpraHu3alMOHHO-PACTIOPSAIUTEIBHOMN
JIOKyMEHTAIIMU U TipaBui padotsl B UC;

— TIOBBIIIICHUE YPOBHS WX KBATH(PHUKAIMU B 00JacTH WH(DOPMAIMOHHONW 0€30MacHOCTH H
MPUMEHEHUS IMTAaTHBIX CPEJICTB 3aIUTHI HH()OpMAINK;

— pa3bsICHEHHUE TOPSI/IKA UCTIOb30BaHUS ChEMHBIX HOCUTENIEH HH(POPMAIIUH.

HNHCTpyKTaXu TOJDKHBI TIPOBOAUTHCS TIEPUOIUIECKH (HE peke OJHOTO pa3a B TPHU MECSAIA),
a Tak e MPU BOSHUKHOBEHUH HEIITATHBIX CUTYaIIUM.

5.5. Jlna mpoBeneHUs 3aHATHH, CEMHHApOB M COBCHIAHUHA MOTYT TIPHBJICKATHCS
CHEIMAIIUCTHI TI0 MMPOTPAMMHOMY U TEXHHYECKOMY O00ECIIEUCHHIO, a TAKXKE CIIeIUATNCTEI OPTaHOB
M0 aTTeCTalui 00BEKTOB MHpOpMaTH3anuu, opranu3anui-iuien3natoB PCTOK Poccun u ®Ch
Poccun.

5.6. K pabore B HMC pomyckarTCs TOJBKO COTPYIHUKH TMPOIICANINE TEPBUYHBIN
uHcTpykTaxk Ob B UC 1 nmokasaBuire TBep/ple TEOPETUUECKUE 3HAHUS U MTPAKTUUYECKUE HABBIKH, O
4y&M JIeNTaeTcs COOTBETCTBYIOMIAS 3anmuch B JKypHaie yuéra momycka k padore B MC.

5.7. AnmuHuCTpaTop 0€30MacHOCTH JOJDKEH HMeTh MnpoduiabHOe o00pa3oBaHue (1100
JTUTJIOMBl O TIOBBIINICHUH KBadU(UKAIMK) B 0o01acTH 3amuThl uWHopmaruu. Pexomenmyercs
MIPOXOKJICHUE aJIMUHUCTPATOPOM CIEIUATU3UPOBAHHBIX KYPCOB M0 aIMUHUCTPUPOBAHUIO CPEJICTB
3aIUThl HHPOPMAITUH, UCTIONb3yeMbIX B HIC.

6. ITopsinok NMpoBepKH JIEKTPOHHOT0 KypHasia oopamenui k UC.

6.1. Hacrosimuii  pasnmen IlomokeHust ompeaenser TMOPSI0K NPOBEPKH SJIEKTPOHHBIX
KypHaioB oOpamieHuii k pecypcam HC.

6.2. IlpoBepka SJIEKTPOHHOTO J>KypHasla OOpameHWid TMPOBOAWUTCS C WENbI0 BBISBICHUS
HECaHKIIMOHWPOBAHHOIO AOCTyNA K 3amuimaemoi nadopmaruu B C.

6.3. [IpaBo MpoBepKH NEKTPOHHOTO KypHAJIa 0OpaIIeHuH UMEIOT:

— aIMUHHMCTpaTOp 0€30I1acHOCTH;

— CHELMAIUCT I10 3aIIUTe HH(OPMaLIUK;

— PYKOBOJIUTENbD.

6.4. Ha texamueckux cpenctBax MC, Ha KOTOPBIX YCTaHOBJICHBI CIEIHAIN3HPOBAHHBIC
cpenctBa 3amuTel nHbopManuu Tuna «Ctpax», «Secret Net», «Dallas Lock» u npyrue, npoBepka
JJMIEKTPOHHOIO JYypHajla IPOU3BOJUTCS B COOTBETCTBUU C MpuiaraeMblM K YykazaHHeiM C3U
PykoBoacTBoM.

6.5. Ecnmn B X0Je MepuOaUyYecKuX, IJIAHOBBIX WM BHE3ANHBIX MpoBepok MC BBISBIEHBI
ciyyau HCJl x uHpopManuu KOHQHUIEHIMAIBLHOIO XapakTepa, TO BCTymaeT B cuiy 1.u. 3.7, 3.8.
naHHoro Ilonoxenus.

6.6. IIpoBepke mojyiexar Bce 31eKTpoHHbIE )KypHaibl MC.

6.7. IlpoBepka JODKHA TPOBOIUTHCS HE pPEXE, YeM OJWH pa3 B HEICNI0 C IEJIbI0
CBOEBPEMEHHOTO BbISIBIIEHUS (DAKTOB HapylIeHUs TpeOoBaHMH HacTosero [lonoxenus.

6.8. @aKTBl TPOBEPOK DIEKTPOHHBIX JKYPHAIIOB OTPAXKAIOTCS B CIEIHMAIHLHOM >KypHalle
npoBepok. [locne kaxmoil mpoBepkr AIMHHHUCTPATOp O€30MacHOCTU JAETAaeT COOTBETCTBYIOIIYIO
OTMETKY B J)KypHaJle ¥ CTaBUT CBOIO MOJIHUCH.

7. IlpaBU/1a aHTUBUPYCHOM 3aIIUTHI

7.1. Hacrosimue mpaBuiia OMpPENENsIOT TpeOOBaHUA K OpraHU3alMH 3allUThl O0O0BEKTa
UCIIda or pa3pymaiomero BO3JCUCTBUS  BPEIOHOCHOTO TMPOrPAaMMHOTO  OOECIICUYCHHS,
KOMITBIOTEPHBIX BHUPYCOB M YCTAHABIMBAET OTBETCTBEHHOCTh PYKOBOJUTENS M COTPYAHHUKOB,
AKCIUTYaTUPYIOIUX M COMPOBOXKIAIOIINX KOMIBIOTEpl B coctaBe MC, 3a uX BBINOJTHEHUE.
Hacrosimue npaBuna pacrnpoctpansroTcst Ha Bce 00bekThl IC opranuzamnmu.
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7.2.K WCIONB30BaHMIO HA KOMIIBIOTEpAxX JOMYCKAIOTCA TOJIBKO  JIMIEH3HMOHHbBIE
aHTUBUPYCHBIE CPEACTBA, LIEHTPAJIM30BAHHO 3aKYyIUIEHHblE Yy pa3pabOTYMKOB (IIOCTABILMKOB)
yKa3aHHBIX CPECTB.

7.3. YcraHOBKa M HauyalbHas HACTpOMKa CpEACTB AaHTUBUPYCHOIO KOHTPOJS Ha
KOMITBIOTEPAX OCYHIECTBIISIETCS aIMUHUCTPATOPOM OE30MaCHOCTH.

7.4. AnMuHuCcTpaTop  0€30HaCHOCTH  OCYILECTBISET  IMEPUOAMYECKOe  OOHOBJIEHUE
AHTUBUPYCHBIX ITAKETOB U KOHTPOJIb UX paOOTOCTIOCOOHOCTH.

7.5. SIpnbIk (ccbUIKa) AJIs 3allyCKa aHTUBUPYCHOM IPOTrPaMMBbl JOJKEH OBbITh JOCTYIIEH BCEM
M0JIH30BATENSIM HH(POPMALIMOHHON CUCTEMBI.

7.6. ExxeHenennbHO B Hauasie paloOThl, MOCIE 3arpy3kd KOMIIBIOTEpPA B aBTOMATHYECKOM
pEeXUME JTOJHKEH POBOIUTHCS aHTUBUPYCHBIA KOHTPOJIb BCEX JUCKOB U (PailjIoB KOMIIBIOTEPOB.

OO0s3arenbHOMY aHTUBUPYCHOMY KOHTPOJIIO TMOAJEKHUT Jro0as uH(opManus (TEKCTOBbIE
daitner m00BIX (GopMaToB, Gailybl JaHHBIX, UCHOJHsIEMbIe (ailnbl), HHGOpPMAIUS HAa ChEMHBIX
HOCUTENAX (MarHuTHBIX JUCKax U T.1.). KoHTposnb wucxoasmed wuHpopmanuu HEOOXOAMMO
NPOBOJIUTH HEMOCPEACTBEHHO TMEpe] apXMBUPOBAaHMEM M OTIPAaBKOM (3amMChI0 HA CHEMHBIN
HOCHTEJIb).

HacTtpoiiku cpeacTB aHTUBHPYCHOM 3alUTHI TOJKHBI OBITH BBITMIOJIHEHBI B COOTBETCTBHH C
TpeOoBaHUSAMHM 0€30IaCHOCTH KOH(UAECHIMAIbHOW HHGOpMalUU ONPEAETICHHON s JaHHOIro
kiacca. HacTpoiiky cpecTB aHTHBHPYCHOM 3alIMTHI BHIMOIHAET aIMUHUCTPATOP OE30MaCHOCTH.

7.7. @aiinpl, MOMeNaeMble B 3JEKTPOHHBIM apXUB HAa MAarHUTHBIX HOCHUTENSX, JOJDKHBI B
0053aTENIbHOM ~ TOPSAJKE TPOXOAUTh AHTUBUPYCHBIM KOHTPOJb. lleproanyeckue MpOBEPKU
3JIEKTPOHHBIX APXUBOB JIOJKHBI IPOBOIUTHCS HE PEXke OJHOTO pa3a B MECHII.

7.8. YcranaBnmuBaemoe (M3MEHsSEMOE) TIpOrpaMMHOE OOecreueHHue JOJHKHO  OBITh
npeaBapuUTEeNbHO TPOBEPEHO HA OTCYTCTBHE BHpYcoB. HemocpeacTBEHHO MoOcCie YCTaHOBKHU
(M3MEHEeHMs1) MPOrPaMMHOI0 00ecIIeYeHHsI KOMITbIOTEPa, aIMUHUCTPATOPOM OE€30MACHOCTH JI0JIKHA
OBbITH BBITIOJHEHA aHTUBUpYCHas npoBepka VC.

7.9. Ha KOMITBIOTEPHI 3aMpeniaeTcs yCTaHOBKA MPOTrPaMMHOT0 00ecTieueH s, He CBSI3aHHOTO
C BBIINOJHEHHWEM (DYHKIMHA, NPEeayCMOTPEHHBIX TEXHOJOTHUECKUM IPOLEccCOM 00paboTKU
uHpOpMaInu.

7.10. [Ipy BO3HUKHOBEHUU IO03PEHUSI HA HAIWYME KOMIBIOTEPHOIO BUpyca (HETUIHYHAS
pabota mporpamm, TMOSBICHHE TpapUIECKUX M 3BYKOBBIX J(D(PEKTOB, HCKAXKEHUN JTaHHBIX,
nponajgaHue (Gpaiaos, yacToe MOSABICHUE COOOLIEHUI O CUCTEMHBIX OIIMOKAX U T.II.) MOJb30BaTENb
CaMOCTOSITENIbHO (MJIM  BMECT€ C aJMUHUCTPATOpoM O€30MacHOCTH) JIOJDKEH IPOBECTH
BHEOYEPETHON aHTUBUPYCHBIA KOHTPOJIb KOMIIBIOTEPA.

B cnywae oOHapykeHHs TIpH TPOBEJICHWM AaHTUBUPYCHOH TIPOBEPKH 3apaKEHHBIX
KOMITbIOTEPHBIMH BUpYcaMHt (hailyIoB MMOJIb30BaTENb 00S3aH:

— IIPUOCTAaHOBUTH 00paboTKy naHHbIX B UC;

— HEMEJICHHO TOCTaBUTh B M3BECTHOCTh O (hakTe OOHAPYKEHHUS 3apa)XKCHHBIX BUPYCOM
¢aiioB anMUHHCTpaTOpa OE30MACHOCTH, a TAKXKE CMEXHBIE MOIPA3EIICHUs, UCIIOIB3YIOIINE ITH
¢aiinsl B padorte;

— COBMECTHO C BIIQ/ICJIBIIEM 3apayKEHHBIX BUPYCOM (DailIIOB IPOBECTH aHAIN3 BO3MOXKHOCTH,
JabHEHIIEero X UCIIOIb30BaHMUS;

— TMPOBECTH JICUCHHUE WM YHHUTOKCHUE 3apaKCHHBIX (aiiyIoB.

7.11. OTBETCTBEHHOCTH 32 OPraHU3aLUI0 aHTUBUPYCHOTo KOHTpousa B IC B cooTBeTCTBUH €
TpeboBaHUSAME HacTosIero [looxeHns Bo3maraeTcs Ha OTBETCTBEHHOTO 32 3aIUTY HH(DOPMAITUH.

7.12. OTBEeTCTBEHHOCTh 32 IMPOBEACHUE MEPONPHUATUNA AHTHUBHPYCHOW 3allUTHl B
koHkpeTtHoi MC wu cobmoneHune TpeboBaHuil Hacrosimiero IlojoxkeHust Boznaraercs Ha
aJIMUHHUCTpaTopa 6€30IacHOCTH U Bcex nosib3oBaTeneil nannoi MC.

8. IIpaBuia napoJibHOM 3aIUTHI.

8.1. JlaHHBIC TIpaBWIJIa PETIAMEHTHPYIOT OPTaHU3AIMOHHO-TEXHHUECKUE MEPOTPHUSITHS IO
o0ecreyeHnIo MPOLEeCCOB reHepaly, CMeHbl U Mpekpalienus aeiictus naposeit B MIC, a Taxke
KOHTPOJIb IEHCTBUM MOJIB30BaTENEH IPH padOTe C MapOISIMHU.
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8.2. OpraHM3almoHHOE W TEXHUYECKOE  OOCCIeYeHHe  MPOIECCOB  TCHEpaIlUH,
UCIIOJIb30BaHUs, CMEHBI M MIPEeKpalieHus JeiicTBys maposeit Bo Beex nojacuctemax MC u koHTpoIb
JeiicTBUI 1mosib30BaTeNeil npu paboTe ¢ mapossiIMHU BO3JIaraeTcsi Ha aAMMUHUCTpATOpa Oe30MacHOCTH.

8.3. JIuunble maponu TOJKHBI TEHEPUPOBATHCS U PACHPECISITHCS [EHTPAIU30BAHHO JTHOO
BEIOMpaThCs mosb3oBarelsiMu OBT caMoCTOSITENTEHO ¢ yU4eTOM CIEAYIONINX TPeOOBaHUI:

— TapoJib JOJKEeH OBITh HE MeHee 6 CMBOJIOB;

— B YKCJIE CUMBOJIOB MApOJIsl 00A3amenbHo N0KHBI IPUCYTCTBOBATH OYKBHI B BEPXHEM WITU
HIDKHEM PErucTpax, Mudpsl ¥ (WIK) crieluaibHbie CUMBOIIBI (@, #, $, &, *, % u T.11.);

— CUMBOJIBI TIAPOJICH I pa0OYMX CTAHIIMMA, HA KOTOPBIX YCTAaHOBIIEHO CPEJCTBO 3aIUTHI
uHbOpMaIlMU OT HECAHKIIMOHMPOBAHHOTO JOCTYIa, MOJIKHBI BBOJUTHCS B PEXKHME JIATUHCKOMN
pacKIIaJIKH KJIIaBUATYPHI;

— MapoJib HE JIOJDKEH BKJIIOYATh B C€0sl JIETKO BBIUMCIISIEMbIE COYETaHHUS CUMBOJIOB (MMEHa,
damunun, HaumeHoBanust APM u 1.71.), a Takke obmenpunsaTeie cokpamnienus (3BM, JIBC, USER
U T.1L.);

— IIPU CMEHE MapoJisi HOBOE 3HAYCHHE JIOJDKHO OTJIMYATHCS OT MPEIbIIYIINX;

— TOJIb30BATENb HE UMEET IpaBa cOOOIaTh TUNYHBIN MapOJib APYTUM JTHIIAM.

Bnanensiel naposiei 1OMKHBI OBITH O3HAKOMJIEHBI TIOJT TIOJIIUCH C MEPEYUCICHHBIMU BBIIIE
TpeOOBaHUSAMU U TPEIYNpPexaeHbl 00 OTBETCTBEHHOCTH 3a UCIOJIb30BaHUE TMapojied, He
COOTBETCTBYIOIIUX JIaHHBIM TPEOOBAHUSIM, a TAK)KE 3a Pa3TIalICHNE TApOJIbHON HHPOPMAITUH.

8.4. B cmyuyae BO3HMKHOBEHHUS HEITATHBIX CHUTyalHi, (HOpc-Ma>KOPHBIX OOCTOSITETBCTB U
T.I. TEXHOJOTMYECKOW HEOOXOJMMOCTH HCIOJIB30BaHUS HMEH M Tapojied COTPYIHUKOB
(ucmonHMUTENEH) B UX OTCYTCTBHE, COTPYIHUKH 00sI3aHBI Cpa3y ke MOCcIe CMEHbI CBOMX Maposiel ux
HOBBIC 3HAuUCHUs (BMECTE C MMEHAMH COOTBETCTBYIONIMX YYETHBIX 3alKCeil) B 3ale4yaTaHHOM
KOHBEpPTE WM OIeYaTaHHOM II€Haje IepelaBaTh Ha XpaHEHHE PYKOBOAHUTENIO CTPYKTYpHOTO
nojipasjiefieHus1. 3arevyaTaHHbple KOHBEPTHI (MEHAJIbl) C TApOJsIMU  HUCIOJHUTENEH JIOJKHBI
XPaHUTHCS B HEJOCTYITHOM MECTE y PYKOBOJIUTENS CTPYKTYPHOTO MOJpa3ieIeHHs.

8.5. TTonHas mmaHOBasi CMEHA MapoJIeii TOIb30BaTEIIeH JOHKHA IPOBOIUTHCS PETYISPHO, HE
peke oIHOTO pa3a B TedeHue 120 nHei.

8.6. BHerutaHoBasi cMEHa JTUYHOTO TApOJISl WM YIAJICHUE YYETHOW 3alliCH TOJh30BaTEIIS
NC B cnyuyae mpekpallleHUs] ero MoJTHOMOUYni (yBOJbHEHHE, MEepeXo]] Ha APYTylo paboTy BHYTPHU
NPEeANpPUATUST ¥ T.I.) JOJDKHA TMPOU3BOIUTHCS aJIMUHHCTPATOPOM O€30MacHOCTU (MO0 HOBBIM
MOCTOSTHHBIM TOJIH30BaTENIeM) HEMEIJICHHO MOCNIe OKOHYAHUS MOCJIETHETO ceaHca paboThl JAHHOTO
MOJIB30BATEISI C CHCTEMOM Ha OCHOBAaHUH YKA3aHUS PYKOBOJIUTENS CTPYKTYPHOTO MOPA3/ICICHHUS.

8.7. BuennanoBas moniHasi CMEHa MapoJsieil BceX Moib3oBaTeNeil JOKHA MPOU3BOJUTHCS B
Cly4yae TMPEKpalleHUs TMOJHOMOYHMH (yBOJIbHEHHE, TEepeXoJl Ha JpYyryio paboTy BHYTpHU
NPEINpUITUS U APyrue 00CTOSITENHCTBA) aIMUHUCTpATOpa O€30MaCHOCTH.

8.8. B cmyuae kommpomeTanmud JIMYHOTO TMapois monb3oBaTenss WMC  ToMmKHBI  OBITH
HEMEIJICHHO MPEINPUHSITH MEPHI 0 BOCCTAHOBJICHUIO MAPOIBHOM 3aIUTHI.

8.9. KoHTpomhs aeiicTBHIA TOJIB30BaTENICH MpU paboTe ¢ MapoIsIMU, COOJTIOICHUE TIOPSIKA UX
CMEHBI, XpaHEHHsI U UCIIOJIb30BaHUs BO3JIaraeTcsl Ha aIMUHUCTpaTopa 6€30MaCHOCTH.

9.IlpaBu1a  OOHOBJIEHHSI OOIIECHCTEMHOI0 W MNPHUKJIAJAHOTO NPOrPaAaMMHOI0
o0ecreyeHusi, TeXHN4YecKoro oocay:xxknanusa UC

9.1. Hacrosimue npaBuiia perjiaMeHTUPYIOT o0OecrieyeHre 6e30macHOCTH MH(OPMAIMH MIPH
MPOBEJICHUU OOHOBJICHUH, MOTU(PHUKAIMH OOMIECHCTEMHOTO W TPHUKIATHOTO TPOTPAMMHOTO
o0ecreyeHnsl, TEXHUYECKOro OOCIIYy)KUBAaHUS W TPU BO3HUKHOBEHHM HEIUTATHBIX CHUTyalUd B
pabote UC.

9.2. Bce u3MeHeHUs] KOH(QUTYypaluil TEXHUYECKUX U MporpaMMHbIX cpeactB MC mommxHbI
MIPOU3BOJIUTHCS TOJIFKO Ha OCHOBAHUY 3asBOK OTBETCTBEHHOTO 32 dKCIUTyaTarnuto KoHkperHoro VC.

Ilepen mnpoBeneHueM pabOT 1O BHECEHHIO HM3MEHEHHH B COCTaB TEXHUYECKUX U
nporpaMMHBIX cpeactB MC HEoOXOoIMMO COTJIacoBaTh BO3MOXKHOCTH JaHHBIX HM3MEHEHUH C
OpraHoM, MPOU3BOAMBILINM pabOTHI MO arTecTaluu. [Ipy BO3MOXKHOCTH OCYIIECTBICHHUS MOT00OHBIX
M3MEHEHH TIPEJICTABUTENIN OpPTaHa 10 aTTECTAllUU OCYIIECTBIISIOT HA30p 32 BCEMH MPOBOJAUMBIMU
pabotamu. IIpoBenenue paboT M0 U3MEHEHUIO COCTaBa TEXHUYECKUX U MporpaMMHbIX cpencts YC
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0e3 corjacoBaHMsl C OPraHOM IO aTTECTAl[MM aBTOMAaTHYECKHU MpeKpallaeT JeicTBHE BBIAAHHOTO
Arrecrara.

9.3. IIpaBo BHeceHHs] W3MEHEHHH B KOH(PHUIYpalMIO anmapaTHO-NPOrPAMMHBIX CPEICTB
samunieHHbx UC npepocTaBnsercs:

- B OTHOIICHHHM CUCTEMHBIX M TMPHUKIATHBIX MPOTPAMMHBIX CPEICTB — aAMHHUCTPATOPY
0€30MacHOCTH TI0 COTJIACOBAHHUIO C OPTaHOM IO aTTECTAllMH, MPOBOJUBIIMM aTTECTALMIO JTaHHOMN
HC;

- B OTHOIICHUHU amMapaTHBIX CPEACTB, a TaKK€ B OTHOUICHHH MPOrpPaMMHO-aNIMapaTHBIX
CPEJCTB 3alIUThl — aIMUHUCTPATOPy O€30MIaCHOCTU IO COTJIACOBAHMIO C OPraHOM IO aTTECTalluHy,
MPOBOAUBIINM aTTecTanuto ganuou MC.

9.4. I3MeHeHne KOH(UTypaluu amnmapaTHO-porpaMMHbIX cpeacts MC kem-nmmubo, Kpome
BBIIIICTIEPEUNCIICHHBIX YIIOJHOMOYEHHBIX COTPYIHUKOB U TIOpa3eNeHuil, 3anpelieHo.

9.5. Ilponienypa BHECEHUS] HM3MEHEHHMH B KOH(PUIYpalmMi0O CHUCTEMHBIX M TPUKIATHBIX
nporpaMMHbIx cpeactB MC nnummmnpyeTcs 3asBKOM OTBETCTBEHHOTO 3a 3kcrutyaranuto VC.

9.6. B 3asBKe MOTYT yKa3bIBaTbCsl CIEIYIONINE BHJIBI HEOOXOAMMBIX U3MEHEHUH B COCTaBe
anmnapaTHBIX U nporpaMMHbIX cpeacts UC:

— yCTaHOBKa (pa3BepThbIBAaHNE) HAa KOMIBIOTEP(BI) MPOrPaAaMMHBIX CPEACTB, HEOOXOAMMBIX
JUISL peLleHUs] OMpeNeleHHON 3anaun (Jo0aBieHHe BO3MOXKHOCTH pEIICHHUS TaHHOW 3a7aud B
nmaunou UC;

— oOHOBJIEHHE (3aMeHa) Ha KoMmbloTepe(ax) MpOrpaMMHBIX CPEICTB, HEOOXOMMMBIX IS
peleHus onpeaeNeHHOH 3a1a4u (0OHOBIICHHE BEPCHIA MCTIOIB3YEMBIX /ISl PEIICHUS OTIpeIeIeHHON
3a/1a4¥ MPOTPaMM);

— yJaJeHue C KOMIIBIOTEPa MPOTPAMMHBIX CPEACTB, HCIIOJIB30BABUIMXCS JUISI PEIICHUS
OTIpeNielIeHHONW 3ajjauu  (MCKJIIOYEHHE BO3MOXKHOCTU pELIeHHs JaHHOM 3ajJaud Ha JaHHOM
KOMITBIOTEPE).

9.7. Taxxke B 3asBKe ykKa3blBaeTcsi ycioBHoe HauMeHoBaHue MC. HaummeHoBanus 3amay
YKa3bIBAIOTCS B COOTBETCTBUM C INEPEYHEM 3aJad apXuBa JUCTPUOYTUBOB YCTAHOBJIIEHHOTO
OpOrpaMMHOr0  oOecreueHHs, KOTOpbIe MOXXHO pelaTb ¢ HCIOJIb30BaHUEM YKa3aHHOTO
KOMIIBIOTEpA.

9.8. 3asBKky oTBeTcTBeHHOro 3a s3kcmiayarammio MC, B koropoil TpeOyercss MpOU3BECTH
U3MEHEHUsI KOH(UTYpallui, paccCMaTprBaeT PyKOBOAWTENb, BU3HPYET €€, YTBEPKIash TeM CaMbIM
IPOM3BOJICTBEHHYIO HEOOXOMMOCTb IIPOBEACHNUS YKAa3aHHBIX B 3asIBKE U3MEHEHUII.

[Tocne vero 3asiBKa mnepenaeTcsi aJMUHUCTPATOPy O€30MaCHOCTU AJII HENOCPEACTBEHHOIO
UCTIOJIHEHUS Pa0bOT 10 BHECEHUIO U3MEHEHUH B KOHPUTypalio KOMIbIOTEPA YKa3aHHOTO B 3asBKE
ncC.

9.9. [logrotoBka OOHOBNEHUS, MOAUGUKANUKA OOUIECHCTEMHOTO M  MPUKIAIHOTO
nporpammHoro obecnedenuss UC TectupoBaHue, CTEHAOBBIE UCBITaHUS (MpU HEOOXOIUMOCTH) U
nepeaaya UCXOJHBIX TEKCTOB, TOKYMEHTAIlUM U JTUCTPUOYTHUBHBIX HOCHUTENIEH MPOTrpaMM B apXHB
JTUCTPUOYTUBOB  YCTAaHOBJICHHOTO MPOTPAMMHOTO  OOECTICUYeHUsl, BHECEHHE HEOOXOIUMBIX
U3MEHEeHU B HacTpoilku cpencts 3amuTsl oT HCJl 1 cpencTB KOHTpOJIA LENOCTHOCTH (aifjioB Ha
KOMIIbIOTepax, (OOHOBICHHWE) W YyHAJICHHWE CUCTEMHBIX W MPHKIAAHBIX TMPOTPAMMHBIX CpEICTB
HOPOM3BOJIUTCS aJMUHUCTPATOPOM O€30MaCHOCTH MO COIVIACOBAHUIO C OPraHOM IO aTTECTalHH,
MPOBOIMBIIMM aTTecTanuio naHHoi MC. PaboTsl mpou3BOASTCS B IPUCYTCTBHH OTBETCTBEHHOTO 32
sKkcrryaranuio ganHon MC.

9.10. YcranoBka wnu oOHoBieHHWe moacucteM HC MOMKHBI MPOBOIUTHCS B CTPOTOM
COOTBETCTBUHM C TEXHOJIOTHUEH NpoBeaeHHS MOAU(DUKALUN MPOTrpaMMHBIX KOMILJIEKCOB JaHHBIX
MOJICUCTEM.

9.11. YcranoBka u obHoBineHnue I1O (cucTeMHOTO, TECTOBOTO M T.N.) Ha KOMIIBIOTEpAx
MIPOU3BOJIUTCS TOJIBKO C OPUTHHAIBHBIX JIMIIEH3UOHHBIX IUCTPUOYTHBHBIX HOCHUTENEH (IHCKET,
KOMITAKT JMCKOB M T.I.), MOJYYCHHBIX YCTaHOBJIEHHBIM MOpsAKoM, mpukiagHoro IO — ¢
STAJIOHHBIX KOMWH TPOTPaMMHBIX  CPEICTB, IMOJNYYEHHBIX W3 apXuBa JTUCTPUOYTHBOB
YCTAHOBJICHHOTO MPOIPaMMHOI0 00ecIeYeHusl.
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9.12. Bce nobapnsiemMble TpOrpaMMHBIC | amnmapaTHble KOMIIOHEHTHI JIOJDKHBI OBITh
IpeBapUTEIbHO YCTAHOBJIEHHBIM MOPSAAKOM IPOBEpeHbl Ha pabOTOCIOCOOHOCTh, a TaKXKe
OTCYTCTBHUE OMACHBIX (PYHKIIUH.

9.13. Tlocne ycranoBku (oOHOBneHus) I[1O, amMuHHCTpaTOp OE€30MACHOCTH JOJIKEH
IPOM3BECTH TpeOyeMble HACTPOHKHU CPEACTB YIPABICHHUS JOCTYIIOM K KOMIIOHEHTaM KOMIIbIOTEepa
U npoBepuTh paborocnocobHocTh IIO M NpaBUIBHOCTH MX HACTPOWKM M MPOM3BECTH
COOTBETCTBYIOIIYIO 3anmuch B JKypHane ydera HemTaTHbIX cutyauuit B MC, BbeImosHEeHUs
NpOopHUIAKTHIECKUX pabOT, YCTAaHOBKH M MOAM(DUKALMU HMPOTPAMMHBIX CPEACTB Ha KOMIIBIOTEPAX
NC, nenaer oTMETKY O BBIIIOJHEHUH (HAa 0OpaTHOM CTOpOHE 3asBKH) U B TeXHUUYECKOM MacropTe.

9.14. ®opmar 3amucerr XKypHanma yuera HemrTatHbIX curyanuid WC, BbIMOTHEHUS
NpOopUIAKTHIECKUX pabOT, YCTAaHOBKH M MOAM(UKAINN MPOTPAaMMHBIX CPEACTB Ha KOMITbIOTEpAx
NC ycranaBnuBaeTcs Npuka3oM pykoBoautens OpraHu3anuu.

9.15. IIpn BO3HMKHOBEHHH CHUTYaIllii, TpeOyIOIIMX TIepelayd TEeXHUYECKHX CpPEICTB B
CEpBUCHBIN LIEHTP C LIENbI0 PEMOHTA, OTBETCTBEHHBIN 3a €€ HKCIUTyaTalHio JOKJIAIbIBAeT 00 3TOM
OTBETCTBEHHOMY 32 3alllUTy HH(OPMALIMU, KOTOPBIN B CBOKO OYEPEb CBSA3BIBAETCS C COTPYAHUKAMU
oprasa 1o aTTeCTallud U B JajJbHEWIIEeM JIEHCTBYeT COIJacHO MX MHCTPYKLUUH. B nanHOM ciydae
aJIMUHUCTpaTop Oe30macHOCTH 00s3aH MPEINpPUHATH HEOOXOIWMBIE MEpbl IS 3aTUPAHUS
3anMIaeMoil MHGoOpMaluy, KoTopas XpaHWIAach Ha JAMCKax Kommbrorepa. OpUIrMHanbl 3asBOK
(1OKyMEHTOB), Ha OCHOBaHMHM KOTOPBIX MPOU3BOAMIUCH HM3MEHEHMsSI B COCTaBE MPOrPaMMHBIX
CPEACTB KOMIIBIOTEPOB C OTMETKAMU O BHECEHHUHM HM3MEHEHHUI B COCTaB MPOTPAMMHBIX CPEJCTB,
JOJDKHBI XpaHUTbCS BMecTe ¢ TexHuueckuM nacnoptoM Ha MC u XKypHanoM yuyera HEITaTHBIX
curyauuit UC, BeIogHEHN TPOPHIAKTHYECKUX pabOT, yCTAaHOBKH U MOJU(HUKALIMU ITPOrPaMMHBIX
cpeactB Ha koMmbioTepax VIC y OTBETCTBEHHOTO 32 3aIIUTY HHPOPMAIIUH.

9.16. Komnuu 3asiBOK MOTYT XpaHUTBLCS Y aIMUHUCTpAaTOpa 6€30MacHOCTH:

— 17151 BocctaHoBieHus koHurypanuu MC nocie aBapuid;

—JUIsL  KOHTpPOJIi NIpaBOMEpHOCTH ycTaHoBkM Ha WMC cpenctB ansd  peuieHus
COOTBETCTBYIOIIIMX 3a7a4 IpU pa3d0pe KOH(PIUKTHBIX CUTYyalUi;

— JUTSI TPOBEPKH MTPABUIBHOCTH YCTAaHOBKH U HACTPOMKHU cpeacTB 3ammthl VC.

9.17. ®dakT yHUYTOXEHHS JAHHBIX, HAXOIWBIIMXCS Ha JIUCKE KOMITbIOTEpa, odopmiisercs
aKTOM 3a TMOANHUCBIO aJMUHHUCTpaTopa O€30MacHOCTM M COTPYJHHKA OTBETCTBEHHOIO 3a
skcrutyaTaiuio nannou MC.

9.18. C uenbto coOmoieHHs MPUHIUIA NEPCOHATBHON OTBETCTBEHHOCTH 3a CBOU JIEHCTBHS
KaXJ0MYy COTPYAHMKY, JONYIIEHHOMY K paboTe Ha KoMmmbioTepax KoHkpeTHo MC, momxHO OBITH
COIIOCTABJICHO MEPCOHATIBbHOE YHUKAIbHOE UM (yUeTHas 3alUCh MOJIb30BaTeNs), O KOTOPBHIM OH
OyIeT perucTpupoBaThCs U paboTaTh HA JAHHOM KOMIIBIOTEPE.

9.19. Ucnonp30BaHUE HECKOJIBKMMHU COTpyIHUKaMH npu padore B MC ogHOro u TOro xe
MMEHH T0JIb30BaTeNs («rPYyIIIOBOIO UMEHN) 3aIlPEIlEHO.

9.20. IIpouenypa peructpauuu (co3gaHus  y4YeTHOM  3amuCH)  TOJNb30BaTeNsd |
IpeoCcTaBlIeHUs eMy (WM U3MEHEHHs ero) mpas goctyna kK pecypcam MC nHunuupyercs 3asBKOI
OTBETCTBEHHOTO 3a 3KCIuryaTanuio naHHoi MC. dopma 3asBKU pUBEICHA HIKE.

B 3asBKe yka3bIBaeTcs:

— COoZIep)KaHHe 3allpallMBaeMbIX HW3MEHEHHMH (peructpaiust HoBoro mojb3oBarens WC,
ylaJeHle Y4eTHOM 3alucH M0JIb30BaTeNsl, PACIIUPEHNE WIH CYKEHHE TOJTHOMOYHI U MpaB A0CTYIa
K pecypcam VC paHee 3aperucTpupOBaHHOTO MOJIb30BATEN);

— IOJKHOCTS (C MOJIHBIM HAMMEHOBAHUEM CTPYKTYPHOTI'O MOJpa3/iesieHus), GaMuiIus, UMs U
OTUYECTBO COTPYIHUKA;

— UM TIOJTh30BaTeNs (YIETHOM 3aIMCH) TAHHOTO COTPY/IHUKA;

— MOJIHOMOYHSI, KOTOPHIX HEOOXOJUMO JIMIIUTH MOJb30BATENS WIM KOTOPble HEOOXOIMMO
700aBUThH MOJIH30BATENO (IIyTeM yKa3aHUsl peliaeMbiX mojib3oBaTesaeM 3aaau B HC).

9.21. 3asBKy paccMmaTpuBaeT pPYKOBOJIUTENb, BU3UpPYS €€, YyTBepXkKIas TEeM CaMbIM
MIPOU3BOJICTBEHHYIO HEOOXOAMMOCTh J0MycKa (U3MEHEHHMsI MpaB JOCTyMa) JaHHOTO COTPYAHHKA K
HEOOXOJIMMBIM JUI pelIeHUs UM yKa3aHHbBIX B 3asBKe 3aaay pecypcam HC. 3atem moamnuceiBaer
3a/laHue aJIMUHUCTpPAaTOpy OE30IacCHOCTM HAa BHECEHHE HEOOXOAMMBIX H3MEHEHUH B CIIHCKU
NI0JIb30BaTeNNel cooTBeTCTBYIOMX noacuctem MC.
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9.22. Ha ocHOBaHWM 3aJlaHUs, B COOTBETCTBUHU C JIOKYMEHTAIIMEH Ha CPEACTBA 3aIUTHI OT
HECAHKIIMOHUPOBAHHOIO JIOCTYMNA, aJMHHHUCTPATOp O€30MacHOCTH MPOU3BOAUT HEOOXOAUMBIE
omepaluu 1O CO3JaHUI0 (YJAJICHHIO) YYETHOM 3alMCH MOJb30BaTEls, IPUCBOCHUIO €My
HAYaJIbHOTO 3HAYEHHs Maposisi (BO3MOXKHO TaKkKe PETUCTPALIMIO MEPCOHATBHOTO UACHTU(UKATOPA),
3asiBJICHHBIX TpaB JaocTyna kK pecypcam MC u napyrue HeoOXonuMmbie NEHCTBHS, YKa3aHHBIC B
3amanuu. J{ns Bcex Moib30oBaTeNiel JOMKEH ObITh YCTAHOBIICH PEXXHUM MPUHYIUTEIBHOTO 3arpoca
CMEHBI IapOoJIsl HE PEKE OJTHOTO pasa B TeueHue 360 rHel.

9.23. Tlocne BHeceHUsI U3MEHEHHH B CIIMCKH TMOJIb30BaTENEeH aIMUHUCTPATOp 0€30MacHOCTH
JIOJKEH 00€CTIeYUTh HACTPOWKHU CPEJCTB 3alUTHl COOTBETCTBYIOIIHE TPEOOBAHUSM OE30MMACHOCTH
ykazanHo MC. ITo okoHYaHUY BHECEHUS M3MEHEHHUI B CIIMCKH MOJIb30BaTENIC B 3asBKE JENaeTCsA
OTMETKA O BBIMIOJHEHUH 3aJIaHU 32 TOJIIMUCHI0 UCTIOJIHUTENS — aIMUHUCTPATOP 0€30MaCHOCTH.

9.24. CoTpynHUKY, 3aperHCTPHUpPOBAaHHOMY B KadecTBe HOBOro mousb3oBarens HUC,
CO00IIaeTcss UM COOTBETCTBYIOIIETO €My IIOJIB30BATENsi U MOXKET BBIJIABATHCS TMEPCOHATBHBIN
unaeHTuGUKaTop (I paboTel B PEXHME YCHICHHOW ayTeHTH(UKAIMU) W HadaiabHOE(-bIe)
3HaueHue(-us) napoiis(-eit), kotopoe(-bie) OH 0053aH CMEHUTH MPU IIEPBOM K€ BXOJI€ B CUCTEMY.

9.25. UcnonHeHHbIe 3asBKa W 3a7aHUe (3a TOJIUCHIO aJIMHHHCTpPATOpa OE30MaCHOCTH)
NepPeIat0TCsl PYKOBOJIUTENIO HA XpPaHEHHE.

OHH MOT'YT BIIOCTIEACTBHH HUCIIOJIb30BATHCS:

— I BOCCTAHOBJIEHUS MTOJITHOMOYHH NoJib30BaTesnei nocie aBapuit UC;

— 71 KOHTPOJIS IPaBOMEPHOCTH HAJTUYMs Y KOHKPETHOTO IMOJIb30BaTeNsl MpaB JOCTyMa K
TeM win uHBIM pecypcam VC mpu pa3dope KOHMIMKTHBIX CHTYaITHii;

— 7. TIPOBEPKU COTPYJHUKAMU KOHTPOJHMPYIOIIUX OPTraHOB MPAaBHJIBHOCTH HACTPOHKH
CPENCTB pa3rpaHuyeHus gocrymna k pecypcam MC.

10. ITopsiaok KOHTPOJISAA COOJIIOJEHUS YCJAOBHH HCIOJb30BAHUA CPEACTB 3alIUTHI
HH(pOpMaLNNH{, B TOM YHcJIe KPpUNTOrpadgpuueckux

10.1. Hannseni paznen [lomoxxeHus ompenensieT MOPSIOK KOHTPOJIS COONIOJCHHS yCIOBHA
UCTIOJIb30BAaHUS CPEJICTB 3aILUThl HHPOPMALIUH.

10.2. TexHu4eckne CpeiCcTBa 3aIUTHl HHPOPMALUHU SBISIFOTCS BaKHBIM KoMrioHeHTOM Ob
KH.

10.3. Tlopsimok  paboTel ¢ Texamueckumu C3UM  ompenereH B COOTBETCTBYIOIIUX
PYKOBOJCTBAaxX IO HacTpoiike W ucnoib3zoBaHuto C3U o00s3aTenbHbIX JUIsI MCIIOJHEHMsS, Kak
COTpyIHUKaMU 00pabaThIBAIOUIMMH KOHQHUIECHIUANIbHYIO HH(OpPMAaILNIO, TaK U aIMUHUCTPATOPOM
6e3onacuoctu UC.

10.4. TlpaBo TPOBEpPKH COOJIFOJICHUSI  YCJIOBHI HWCIOJNB30BAHUS CPEJCTB  3aIUTHI
UHPOPMALIUU UMEIOT:

— PYKOBOJIUTEID;

— OTBETCTBEHHBIH 3a 3alUTy UHPOpMaIUY;

— aIMUHUCTPATOP 0€30MaCHOCTH.

10.5. TIonwzoBatento MC 3ampemaetcs:

— 00pabaThiBaTh KOH(UICHIMATBHYIO HHPOpMALUIO ¢ OTKIIoueHHbIMU C3U;

— MeHTh HacTpoiiku C3U.

10.6. AnMuHUCTpaTOpY OE30MAaCHOCTH 3alpenIaeTcsi MEHSTh HACTPOWKH MPOTPaMMHO-
annapatHelx C3M mpenycTaHOBIEHHBIE CHENUAJINCTOM OPTraHM3ALMH, MMEIOLIEH JIMIIEH3UI0 Ha
JeSITeNIbHOCTD 110 TEXHUYECKOHU 3anuTe nHpopmanuu, 6€3 coriiacoBaHus ¢ 3TOM opraHu3anuei.

10.7. Ecniu B Xo/€ MepUOIMYECKUX, MJIAHOBBIX HJIM BHe3amHbIX MpoBepok VC BBISBIECHO
Hapyuienue TpedoBanus 1. 10.5. To Bctynaet B cuiy 1.1. 3.7., 3.8. nanHoro [lonoxenus.

10.8. Kpunrorpadguueckue cpeiacrsa 3amuThl MH(MOPMALUM JODKHBI HCIIOJIB30BAaTHCS B
COOTBETCTBUM C TEXHUYECKOM U OKCIUIyaTallUOHHOW JIOKyMEHTallMed Ha HHX, a TaKkkKe B
COOTBETCTBUHU C ITPaBUJIAMH I10JIb30BAHUSI UMHU.

11. Ilopsinok oXpaHbI U I0NMYCKA MOCTOPOHHHUX JIHI B 3alllMIIaeMble IOMelleHHUs
11.1. Hacrosimee IlonoxeHue ycTaHaBIMBAaeT MOPSAIOK OXpaHbl (CHaud MOJ OXpaHy)
3amuiaeMbix nomenenuii UC.



16

11.2. lomxHa ObITH OpraHu3oBaHa (GU3MYECKasi OXpaHa CPEJCTB BHIYMCIUTEILHON TEXHUKH
U HocuTeneil nHpopmanuuu. J{omkHbl ObITh IPETYCMOTPEHBI: KOHTPOJIb AocTyna B nomeuenus MC
NOCTOPOHHUX  JIMI, HAJWYME HAACKHBIX  MPENATCTBHH U1  HECaHKIHMOHHWPOBAHHOTO
npoHUKHOBeHMs B nomerneHus MUC u xpanunuie Hocuteneil nHopmauu, ocoOeHHO B Hepabouee
BpEMS.

OTBeTcTBeHHBIH 3a 0OecnieueHre 6e30MacHOCTH HH(OPMAIK JOJKEH:

— MOAJCPKUBATh B AaKTYaJIbHOM COCTOSIHUM CIMCKH COTPYAHHMKOB JIOMYHICHHBIX K
BCKPBITHIO IOMELEHUH, CIIUCKU JONYIIEHHBIX B MOMEIIEHHs U CIIUCKU nojb3oBareneid UC;

— MEpUOJINYECKH KOHTPOJIUPOBaTh, OTCYTCTBHE B moMeuieHusx MWMC nui, He uMeromux
IpaBa HAXOIUThCS B JAHHOM ITOMELICHUHY;

— MEPUOJINYECKU KOHTPOJIMPOBATh KOPPEKTHOCTh OpPraHM3alMM JOCTYNa B MOMEILEHUS U
XpaHWJIUIIAa HocuTened wuHpopManuu (HAAEKHOCTh 3aMKOB, MOPSAOK BBIJAYU  KIHOYEH
COTPYJIHUKAM U T.IL.).

11.3. BekpeITue 1 3aKpbITHE TOMEIIEHUH OCYIIECTBIISIETCS] COTPYAHUKAaMU, paOOTalOMMHU B
JTAHHBIX TIOMETIECHHSIX.

CIucoK COTpYIHUKOB, UMEIOIIUX MPaBO BCKPBIBATh (CAABATh MOJ OXpaHy) yTBEp:KIaeTcs
PYKOBOJUTENEM U NepeaaéTcs Ha OCT OXPaHBbI.

11.4. Ilpu OTCYTCTBUH COTPYAHUKOB, OTBETCTBEHHBIX 3a BCKpBITHE (Clady IOJ| OXpaHy)
NIOMEIICHUH, TaHHbIE MMOMENIEHUS MOTYT OBITh BCKPBITHI KOMHCCHEH, CO3/aHHOW Ha OCHOBAaHUH
IPUKa3a, O YeM COCTABIIAETCS aKT.

11.5. Ilpu 3akpbITUM NOMELIEHUH U cauell X MOJ OXpaHy COTPYAHHUKH, OTBETCTBEHHBIE 32
IIOMEIIEHUS TPOBEPSIOT 3aKPBITHE OKOH, BBIKIIIOUAIOT OCBEIIEHUE, OBITOBBIE MPHUOOPHI, OPITEXHUKY
U TIPOBEPSIFOT MPOTHBOIIOKAPHOE COCTOSIHUE MOMELICHHS, a JOKYMEHThI U HOCHTEIH MH(POPMALUU
Ha KOTOPBIX COJEPXKUTCA KOH(UACHUMaIbHass UWHPOpManus yOupawooTcs [Uis XpaHEHHs B
oreyaThiBaeMblil celi (MeTammueckuii mkag).

11.6. ITomemenune caaeTcs Mo OXpaHy CIAEAYIOIIMM 00pa3oM:

— 3aKpBIBAaeT MMOMEIIECHHUE;

— (aKT 3aKpbITHS TOMEIIEHUS MOATBEPKIAECTCS OXPAHHUKOM;

— c/1aeTcsl IOMEIEHHE MO/ MOANKCH ¢ YKa3aHUEM JaThl U BpEMEHH CJIa4M 101 OXPaHy.

11.7. CoTpyHUK, UIMEIOLIH ITPaBO HA BCKPBHITHE TOMELICHUH:

— TMOJIy4YaeT Ha MOCTY OXpaHbl KJIIOYU OT NMOMEIIEHU 110/ noAnuch B JKypHaiie ¢ ykazaHuem
JlaThl U BPEMEHU;

— mpou3BoAMT 3amuch B JKypHaie O BCKPHITUM TOMENICHUS C YKa3aHueM (GaMIuu U
BpPEMEHU;

— IPOU3BOAMT IIPOBEPKY UCIIPABHOCTH 3aI10POB;

— BCKpPbIBaeT IOMEIIECHHE.

11.8. [Ipu oOHapy>KeHHMH HAPYIIEHUA IEIOCTHOCTH OTTHUCKOB I€YaTeil, MOBPEKICHHUS
3all0poOB WM HalW4Ms JAPYTUX MPU3HAKOB, YKa3bIBAIOIIMX Ha BO3MOYKHOE NPOHUKHOBEHHE B
MOMEIIEHUE TOCTOPOHHUX JIUI], TOMEIIEHUE HE BCKPBIBAETCS, @ COCTABIIAETCS aKT, B IPUCYTCTBUU
oxpaHHUKa. O MPOUCIIECTBUU HEMEJUIEHHO COOOIIAeTCs PyKOBOIUTENIO U (UIM) OTBETCTBEHHOMY
3a 3aIIUTy WH(pOpMaIUH.

OnHOBpPEMEHHO NPUHUMAIOTCS MEpHI 110 OXpaHe MecTa MPOUCIIECTBUS U 0 NPHOBITHSA
JOJKHOCTHBIX JIMI B IOMEIIEHHE HUKTO HE JIOMYCKAETCs.

11.9. PykoBoauTenb, OTBETCTBEHHBIH 3a obOecredyeHue O€30MacHOCTH HMH(OpMaLuu |
aAMHHHCTpaTop Oe3omacHOCTH opraHu3yioT nposepky MC Ha mpeameT HeCaHKIIMOHHPOBAHHOTO
J0CTyna K KOH(QHIEHIMaIbHONH MH(OpMalui M Halu4yhe JTOKYMEHTOB W MAIlMHHBIX HOCHUTENEH
HnH(pOpMAaLINH.

11.10. IIpu cpabaThlBaHUM OXpPaHHON CHUTHATU3ALMM B CIY)KEOHBIX IOMELICHUSAX B
HepaOouee BpeMsl OXpaHHUK COOOIIAeT O CIYyYMBLIEMCS OTBETCTBEHHOMY 3a IOMEIEHUE, WU
OTBETCTBEHHOMY 3a o0ecredeHne 0e30macHOCTH HUHPOpMalKu, WM PYKOBOAWUTENIO, WIH
aAMHHUCTpaTOpy O6e3omacHocTH. [Tomenienust BCKphIBaTh 3anperniaeTcs.

11.11. TTomemieHust BCKPBIBAIOTCS OTBETCTBEHHBIM 3a IMOMEIIEHHE, WU PYKOBOJIUTEINEM,
WU OTBETCTBEHHBIM 3a oOecrieueHrne 0e30macHOCTH WHGOPMAIMU B MPHUCYTCTBUH COTPYIHUKA
OXpaHBI C COCTABJICHUEM aKTa.
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Ecnu 0OHapyXeHO BTOpKEHHE B 3alUILAEMOe MOMELIEHHE, Janee MpoLeaypa IPOUCXOIUT
B cooTBeTcTBHH ¢ 1. 11.8 Hacrosmero [Tonoxenus.

11.12. Ilpu mepenaue OEXypCTBa, €CIIM MOMENICHHE B TEYCHHE JHS HE BCKPHIBAJIOCH, a
TaKKe€ B BBIXOJHbIC M Mpa3JHUYHbIC JHM IPUHHUMAIOIIAsA JEXKYPCTBO CMEHA IIOCTa OXpaHbl
IPOBEPSET LIEJOCTHOCTh 3allOPOB Ha JABEpPSAX C oTpakeHueM B «KypHaie mnpuema u crauu
nexypctBa» 1 «KypHaie npuema (caauu) MoJi OXpaHy PeXUMHBIX TOMEIIEHUHN U KITF04el OT HUX».

11.13.B cootBercTBUM C TpeboBaHWUsMU JaHHOTO [lomokeHuss npu 00pabOTKe
3anumaemMoil nHpopmanuu B UC HCKIIIOYUTH HE KOHTPOJIUpPYyeMOoe NpeObIBaHHE TOCTOPOHHUX JIML
B IIpeJIeNax TpaHul] KOHTpoaupyemoi 30Hbl IC, onpeieIeHHbIX COOTBETCTBYIOIIUM ITPUKA30M.

12. Pa3zmeimenue, cnenuajbHoe 000pPYyJI0OBaHUE, OXPAHA W OPraHU3aAlMs pPeKMMa B
NMOMeIeHUsX, I/le YCTAHOBJIEHbl KPUNTOCPEACTBA WM XPAHATCH KJIOYeBble JOKYMEHTBI K
HUM

12.1. Hactosiuee IlonokeHne yCTaHABIMBACT COCTaB CHEIHMAIBHOTO O0OPYHAOBaHMUS,
NOPSIIOK pa3MEIEHUs, OXpaHbl W OpraHU3alMH pEeXUMa B IOMELICHUAX, [J€ YCTAHOBJIEHBI
KPUITOCPEICTBA WM XPAHATCS KIIOUYEBBIE JOKYMEHTBI K HUM.

12.2. TlomemeHnst  00CCIIEUUBAIOTCS MPOYHBIMA  BXOJHBIMH  JIBEPBMH C  3aMKaMHU,
TapaHTUPYIOLUIUMH HaJEeKHOE 3aKpbITUE MOMElIeHWid B Hepabouee BpeMsa. OKHa MOMEIICHMIA,
PacCIOJIOKEHHBIX Ha MEPBBIX WM MOCIEAHUX ITa)KaxX 3aHUMN, a TaKKE OKHA, HAXOJSAIIUECS OKOJIO
MOXKapHBIX JIECTHUIL U IPYTUX MECT, OTKY/J]a BO3MOXXHO IPOHUKHOBEHHUE B PEXKUMHBIE ITOMEIIECHUS
MOCTOPOHHUX JIHII, 000PYAYIOTCS OXPAHHON CHUTHATH3AINCH.

12.3. Pasmemienue, cnenuanbHOe O0OOpYyIOBaHWE, OXpaHAa M OpraHU3aIMs pEeXuMa B
MOMEIIEHUAX UCKIII0YAeT BO3MOKHOCTh HEKOHTPOJIUPYEMOTO MPOHUKHOBEHHSI MM MPEeObIBaHUS B
HUX [TOCTOPOHHUX JIUI], & TAKXKE MPOCMOTpPA MOCTOPOHHUMHU JINLIAMHU BEAYIIUXCS TaM padoT.

12.4. Pexxum OXpaHbl TOMENICHWN, B TOM WYHCJIE MpaBUia JOMYyCKa COTPYJHHKOB W
nocetutened B pabodyee U Hepabouee BpeMms, yCTaHABIMBAET OTBETCTBEHHBIN I0JIb30BaTElNb
KPHUIITOCPEJICTB 110 COTIACOBaHMIO, IIPU HEOOXOAMMOCTH, C ONEPATOPOM, B MMOMELICHUAX KOTOPOTO
YCTAHOBJIEHbl KPUIITOCPEACTBA WM XPAHATCSA KIIOUEBBIE JOKYMEHTbl K HUM. YCTaHOBJIEHHbBIN
PEXUM OXpaHbl IPEeTyCMaTPUBAET EPUOIUUECKUI KOHTPOJIb 32 COCTOSTHUEM TEXHUYECKUX CPENICTB
OXpaHbl, €CIIU TAKOBBIE UMEIOTCSI.

12.5. JIBepu crienmoMenieHnid ITOCTOSTHHO 3aKPBITHI HAa 3aMOK U MOTYT OTKPBIBATHCS TOJIBKO
JUISl CAaHKIIMOHMPOBAHHOI'O IPOXO0JA COTPYAHMKOB M IoceTuTesne. Kimoun oT BXOIHBIX ABEpeit
HYMEPYIOT, YUYUTHIBAIOT U BBIJIAIOT COTPYAHUKAM, UMEIOIIUM IPaBO JIONYCKAa B MOMEILEHHUS, O]
pacmucKy B JKypHaje yuyera XpaHwiuil. J[yOnmukaTel KiIlOYed OT BXOJHBIX JIBEpEU TaKuX
MOMEIIEHUI JTOJDKHBI XpaHUThCA B celipe omepaTtopa WIM OTBETCTBEHHOI'O I0JIb30BATENsS
KPUITOCPEICTBAMH.

12.6. Jlns mpenoTBpamieHus MpocMOTpa U3BHE OMEIICHUH, NX OKHA 3aIIUIIAI0TCS.

12.7. TlomemieHusi, OKHa KOTOPBIX PACIOJOKEHbI Ha TMEPBBIX WIM MOCIETHUX ATa)kax
3/1aHMM, a TaK)KE€ OKHA, HAXOASIINECS] OKOJIO MOKAPHBIX JIECTHULL U APYTUX MECT, OTKYAa BO3MOXKHO
IPOHUKHOBEHHUE B PEKUMHBIE TIOMELIEHUS MOCTOPOHHUX JIMI, OCHAIIAlOTCS OXpaHHOU
CUTHaJM3aluel, CBA3aHHOM CO CiIyk00H OXpaHbl 3[AaHHUS WIH JEKYPHbIM IO OpraHu3alvu.
HcnpaBHOCTh CHUTHamu3alMM TEPUOJUYECKUA TPOBEPSETCS OTBETCTBEHHBIM IOJIb30BaTelIeM
KPUITOCPE/ICTB COBMECTHO C IPEICTABUTENIEM CITY>KObI OXpaHbl WIN JIEKYPHBIM 110 OpraHU3aluu ¢
OTMETKOM B COOTBETCTBYIOIINX KypHAJIaX.

12.8. lns XpaHEHUs KIIOYEBBIX JOKYMEHTOB, OKCIUIyaTallMOHHOW M TEXHUYECKOU
JOKYMEHTAllMM, WHCTAUIMPYIOIUX KPHUITOCPEICTBA HOCHUTENEH MNpPeayCMOTPEHO HEOO0XOoAMMOe
YHUCIIO HAJEKHBIX METAJUIMYECKUX XPAHUJIUIL, 00OpYAOBAaHHBIX BHYTPEHHHUMH 3aMKaMU C JIByMS
JK3eMIUIIpaMHU KIFOUeid M KOJOBBIMH 3aMKaMU WM MPHUCTOCOONCHHUSIMH JUIS OIEeYaThIBAHUS
3aMOYHBIX CKBaXMH. OAMH OHK3eMIUIAp KII0Ya OT XpaHWIMIIA HAXOJUTCA Yy COTPYIHHUKA,
OTBETCTBEHHOTO 3a XpaHuiuiie. JlyonukaTsl KII04Ye OT XpaHWIHIL COTPYIHUKH XPaHST B ceilde
OTBETCTBEHHOTO IOJIb30BATENs KPUIITOCPEACTB. JlyOnuKaT Kiroya OT XpaHWINIIA OTBETCTBEHHOTO
II0JIb30BAaTEIsI KPUIITOCPEACTB B ONEYaTaHHOM yMakOBKE MEPENacTCsl Ha XpaHEHUE ONEepaTopy Moj
pacIuCKy B COOTBETCTBYIOILEM KYpHAJIE.
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12.9.Tlo okoHyaHuu paboyero MHS MOMEIICHHE M YCTAaHOBJICHHBIE B HEM XPaHWIMIIA
3aKpBIBAIOTCS, XPAHWJIUIIA ONedaTbiBaloTcs. Haxoasmuecs: B MoJIb30BaHUU KJIIOYM OT XPaHUIIMIIL
JIOJDKHBI CIAIOTCS TOJT PACTICKY B COOTBETCTBYIOIIEM JKypHAJle OTBETCTBEHHOMY ITOJIH30BATEIIO
KPUNTOCPE/ICTB WU YIIOJTHOMOYEHHOMY ([I€KYPHOMY), KOTOPBIE XPAHSAT 3TH KIIOYH B TUYHOM UITU
CIIEIUATIBHO BBIICIEHHOM XpaHUJIHUIIIE.

Kitoun oT peXMMHBIX MOMEIIEHU, a TaKkke K04 OT XpPaHWJIUIIA, B KOTOPOM HAaXOJISATCS
KJIFOUYM OT BCEX JAPYIMX XPaHUJIUI] PEKUMHOIO MOMEILIECHUS, B ONEYATAHHOM BHJI€ CHAKOTCS MOJ
pacmucKy B COOTBETCTBYIOIIEM JKypHAaJe CIYXObl OXpaHBl WM JIEKYPHOMY II0 OpraHU3AIHNH
OJHOBPEMEHHO C MepeAadeil moj oxpaHy camux nomenieHuid. Iledatm, mpeaHasHayeHHbIE IS
ONEYaThIBAHUS XPAHUJIUIL, HAXOASITCS y IOJIb30BATENE KPUITOCPEIACTB, OTBETCTBEHHBIX 32 3TU
XPaHWINIIA.

12.10. ITpu yTpare Kiaroya OT XpaHWIHINA WIM OT BXOJHOW JBEPH B TIOMEIICHHE 3aMOK
3aMEHSIeTC.

12.11. TTomemnieHus, HAXOAIMIMECS B HUX OINEYATAHHBIC XPAHWIUIIA MOTYT OBITh BCKPBITHI
TOJIBKO TOJIb30BATENSIMU KPUIITOCPEICTB, OTBETCTBEHHBIM II0JIb30BATEJIEM KPUITOCPEACTB MU
ONEePaTOPOM.

[Ipn oOHapyXeHHHM TPHU3HAKOB, YKA3bIBAIONIMX HA BO3MOXKHOE HECAHKIIMOHHPOBAHHOE
IPOHUKHOBEHHE B OSTU I[OMEIICHUS WIM XPAaHWIMINA TOCTOPOHHUX JIUI, O CIyYUBIIEMCS
HEMEIJIEHHO CcOoOo0IIaeTcss OTBETCTBEHHOMY IIOJIb30BATENIO0 KPUIITOCPEACTB WM OIEpaTopy.
[IpuObIBIIMIT ~ OTBETCTBEHHBIM  IOJIb30BATEIb  KPUNTOCPEJICTB  OLIEHMBAET  BO3MOXHOCTh
KOMIIPOMETAIMKM XPAHAIIUXCS KIIOUEBBIX U APYTHUX TOKYMEHTOB, COCTaBISIET aKT M MPUHHUMAET,
npu HEOOXOIMMOCTH, MEPhl K JIOKAIH3AIUH TOCIEACTBUNA KOMIIPOMETAIUU KOH(MUICHIIMATBEHBIX
JAHHBIX U K 3aMEHE CKOMIIPOMETHUPOBAHHBIX KPUTITOKITIOUEH.

12.12. Texauueckoe o0cy)KMBaHUE 00opyIoBaHus, (O YHKIIMOHUPYIOIIETO Cc
KPUIITOCPEACTBAMU, U CMEHA KPUIITOKIIFOUEH OCYILIECTBIIAIOTCS B OTCYTCTBHE JIUII, HE JOMYIIEHHBIX
K paboTe ¢ JaHHBIMH KPUIITOCPEICTBAMH.

Ha Bpemsi oTcyTcTBHMsI TOJBb30BaTelied KPHUMNTOCPEACTB YKa3aHHOE OOOpyAOBaHHUE, TpPH
HAJIMYUM TEXHUYECKON BO3MOXKHOCTH, BBIKJIIIOYEHO, OTKJIOYEHO OT JIMHUU CBA3M U yOpaHO B
OMeYaThIBAEMbIE XPAHWIUIIA.

13. Tlopsigoxk cTHpaHHsA 3aUUINAEMOi MH(OPMALUM W YHHYTOKEHHS] HOCUTeJIei
3ammmaemMo uHgopmMauuun

13.1. B 06s3aTenbHOM HOPSIIKE YHUUYTOXKECHUIO MOJJICKAT MOBPEkKACHHBIC, BBIBOAUMBIC U3
9KCIUTyaTallul HOCHUTENH, COJEpIKAIIME 3alUILAaeMy0 HH(POPMALIHIO, UCTIOIb30BAHUE KOTOPBIX HE
npeanosnaraercs B jAanbHedeM. CTUPaHUIO MOJUIEkKAT HOCHTENH, COJEpKalllue 3alHMIaeMylo
UH(QOPMALIMIO, KOTOPbIE BBIBOJATCS U3 3KciutyaTauuu B coctaBe MC. He nomyckaercsa crupanue
HEHCIIPaBHBIX HOCUTENEH W Imepenaya MX B CEPBHCHBIA IIEHTP Ul pPEMOHTA. Takue HOCHUTENN
JIOJKHBI YHUYTOXKAThCSl B COOTBETCTBUU C HACTOSALIMM HOPSIIKOM.

13.2. Ctupanue JOJMKHO MPOU3BOJAUTHCS MO TEXHOJOTHH, MPEAYCMOTPEHHON IS JAHHOTO
TUIA HOCUTEJIS, C IPUMEHEHUEM CEPTU(UIUPOBAHHBIX CPEJCTB rapaHTUPOBAHHOIO YHUUTOXKEHUS
uHpOpManuMu  (JOmycKaeTcss — 3aJeWCTBOBATh ~ MEXaHM3MBl  3aTHPAaHUS  BCTPOCHHBIE B
cepTU(UIIMPOBAHHBIE CPEJICTBA 3AIIUTHI HHPOPMAITIH ).

13.3. YHHUYTOXKEHHE HOCUTENEeH MNPOU3BOAMTCS IYyTEM HAHECEHHWS UM HEYCTPaHMMOTO
(U3UUECKOro MOBPEXKAEHUS, HCKIIOYAIOUIET0 BO3MOXHOCTh MX MHCIOJIB30BaHMA, a TakKkKe
BOCCTaHOBJICHUsI MHPOpMaLUU (Tepe]] YHUUTOKEHHEM, €CIIM HOCHUTENb UCIPABEH, JOKHO OBITh
NPOM3BEICHO TapaHTUPOBAaHUE CTHpaHWe uUHpopMauuu Ha HocuTene). HemocpeacTBeHHbIe
JEUCTBUSL 10 YHHUYTOXEHHMIO KOHKPETHOTO THIIA HOCHTENS JOJDKHBI OBITH JOCTAaTOYHBI ISt
UCKJIIOUEHHSI BO3MOKHOCTH BOCCTAHOBIIEHUS! MH(OPMALIHH.

13.4. BymaxkHble ¥ MPOYME CropacMble HOCHTENH (KOHBEPTHI C HEHCIIONB3YeMBIMH OoJiee
[apoJIIMU) YHUYTOXKAIOT IIyTEM CKUTAHUS UM C TIOMOIIBIO JIFOOBIX OyMaropes3areibHbIX MallliH.

13.5. Tlo ¢akTy yHHUTOXEHHS WIM CTHPAHHUS HOCHUTENIEH COCTABIISIETCS aKT, B JKypHaIax
ydeTa JIeJIaloTCsl COOTBETCTBYIOIINE 3aIIUCH.
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13.6. [Ipouenypsl CTHpaHUS W YHUYTOXKEHHUS OCYIIECTBISIOTCS KOMHUCCHEH, B KOTOPYIO
BXOJISIT: OTBETCTBEHHBIM 3a HdKciutyaramuio MC, OTBETCTBEHHBIM 3a 3amUTy WH(GOPMAIINH,
aJIMUHUCTPATOp OE30MaCHOCTH.

14. Ilopsinok nepegayu U XpaHeHUs1 KOH(PUIEHIHAIbHOH MHpOpMaUK

14.1. TIpu mnepenade koHUAeHIIMATLHONH uWHMOpManuu rpaxkaan Onepatop TODKEH
coOiroAaTh ciaenyroue TpeOoBaHus:

14.1.1. He cooOmiate KOHUIAEHIIMATBHBIE TaHHBIE TPEThell CTOpOHE 0€3 MHCHhbMEHHOTO
corniacusi TpaXIaHWHA, 3a HCKIIOYEHHEM CJIy4aeB, KOrja »JTO HEoOXOIuMO B  IEJsIX
NpenyNnpexIeHNs Yrpo3bl KU3HU U 3I0POBbI0 PaOOTHHKA, a TakKKe B CIy4yasiX, YCTAHOBIECHHBIX
denepanrbHBIM 3aKOHOM.

14.1.2. He coobmath KoOHGHUACHIIMATBHBIC IaHHBIE TPaXXJaHUHA B KOMMEPUYECKHX LeTsX 0e3
ero mucbMeHHoro cornacusi. OOpaboTka KOH(MIACHIMANBHBIX IaHHBIX TpPaXJaHWHA B LEJSIX
NPOABMXEHHUS TOBapoOB, pabOT, YCIAYr HAa PBIHKE MYTEM OCYILIECTBICHUS MPSIMBIX KOHTAKTOB C
NOTEHIMATBHBIM TIOTPEOUTENIEM C TIOMOINBIO CPEIACTB CBSI3M JIOMYCKAeTCS TOJNBKO C €ro
IPeIBapUTENHLHOTO COTTIACHSI.

14.1.3. IpenynpenuTs UL, MOTYYUBIINX KOH(UACHIIMAIBHBIC JaHHBIE TPAXKIaHIHA, O TOM,
YTO 3TH JIaHHBIE MOTYT OBITh HCIIOJIB30BAHBI JIUIIb B IIENAX, Ui KOTOPBIX OHU COOOIIEHBI, U
TpeOOBaTh OT ATUX JIUI] MOATBEPKICHUS TOTO, YTO 3TO MpaBHIIO cobmoneHo. Jluma, moryduBime
KoHUACHIINATbHBIE JTaHHbIE, 005S3aHbl COONIOATh peXuM KoHpuaeHnuaabHOocTU. C JaHHBIMU
muramu Oriepatop noanuckiBaeT CornameHue 0 KOHQUACHIIHATLHOCTH.

Hannoe Ilonoxkenue He pacmpocTpaHsercs Ha OOMEeH KOH(UIEHIMATbHBIMH JaHHBIMU
TpaXkJiaH B MOPSAKE, YCTAHOBICHHOM (e/lepaTbHBIMH 3aKOHAMH.

14.1.4. OcymiecTBnaTh Tmepenadyy KOHMUISHIMAIBHBIX MaHHBIX TpaXIaH B Mpeaenax
Opranu3anuu B COOTBETCTBHUU C HacTosmM [lonoxeHnem.

14.1.5. Pa3pemiath 10CcTynn K KOH(UACHUUAIBHBIM JAHHBIM I'Pa)/aH TOJIBKO CHELHAIbHO
YIIOJIHOMOYEHHBIM JIUIAM, TIPY 3TOM YKa3aHHbBIE JIUIA JODKHBI UMETh TPABO IMOJy4YaTh TOJIBKO T
KOH(HIeHIIMaIbHbIE JaHHbIE, KOTOPble HEOOXOAUMBI UM JIJIsl BHIIOJIHEHUS! KOHKPETHON (PYHKIUH.

14.1.6. [lepenaBath KOH(HICHIMATIbHBIE TaHHBIE TPAXXIaH WX MPEICTABUTEISAM B TTOPSIKE,
YCTAHOBJICHHOM 3aKOHOJATeNbCcTBOM Poccuiickoit denepannu, 1 orpaHUYUBaTh 3TY MH()OPMAIUIO
TOJILKO TeMH KOH(UICHIIMAIBHBIEC JAaHHBIMH, KOTOPbIEe HEOOXOAMMBI JUTSI BRITIOJTHEHUS YKa3aHHBIMA
NPEICTaBUTENSAMU UX (PYHKIIUU.

14.2. XpaHeHue 1 UCTIOJIb30BaHHE KOH(PHICHIIHATHHBIX JAHHBIX TPAXKIaH:

14.2.1. KonduaeHuuanbHble JaHHBIE TpaxaaH oOpabaTbIBalOTCS M XpaHATCS B
cooTBeTcTBYOMUX noapasaeneHusx TOUAIIOY «ArpapHo-pOMBIIITIEHHBIA KOJJIEIK.

14.2.2. KonbuaeHuuanbHble JaHHBIE TpaXJaH MOTYT OBITh TMOJYYEHBI, TMPOXOAUTH
JanpHeyto 0o0paboTKy W TepelaBaTbcs Ha XpaHEHHE, KaK Ha OyMa)kKHBIX HOCHUTENSX, TaK U B
3JIEKTPOHHOM BHJIE.

14.3. Tlpu monyueHnn KOH(MUICHIMAIBHBIX JaHHBIX HE OT Ipa)<IaHWHA (32 MCKIIOYCHHUEM
CJIyyaeB, €clii KOH(UACHIHAIbHbIE JaHHbIE OBUIM MPEIOCTAaBICHBI HA OCHOBAaHMM (eepaIbHOro
3aKOHA WJIM €CJIM KOH(QUACHIINATFHBIE JaHHBIC SIBITIOTCS 001Ie1ocTymHbiMI) OniepaTop 10 Hadaia
00pabOTKM TaKMX KOH(UICHLIMAIBHBIX TAHHBIX O0S3aH MPEIOCTABUTh I'PAXKIAHUHY CIEIYIOIIYIO
HH(pOPMALIHIO:

— HauMeHOoBaHue ((aMuIus, UMs, OTYECTBO) U aJpec onepaTopa WK ero MnpeicTaBuTes;

— 11e51b 00paboTKM KOH(UICHIIMAIBHBIX JAHHBIX U €€ IPAaBOBOE OCHOBAHUE;

— IpernoaaraeMele MoIb30BaTeNu KOHPUACHIUATBHBIX TaHHBIX;

— ycraHoBlieHHbIe DeepanbHbIM 3akoHOM Poccuiickoit @eneparuu ot 27.07.2006 Ne 152-
@3 «O mepcoHaIbHBIX NaHHBIX)» MPaBa CyObEKTa MEPCOHATBHBIX JTaHHBIX.

15. MMopsiaok B3aumMoaelicTBUs ¢ HHPOPMANMOHHBIMH CETIMH 001Er0 MOJIb30BAHUS

15.1. lannenii  mopsimok  ompeneneH, ucxons w3 TpedoBanmii  PJI «CpenctBa
BBIUYHCIUTENFHON TEXHUKU. MeKCeTeBbIe SKpaHbl. 3alluTa OT HECAHKIIMOHUPOBAHHOTO JOCTYyMA K
nHpopmanuu. [TokazaTenn 3aMMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JOCTYyMa K WH(OpMAIUny,
HACTOSIIET0 JOKYMEHTa, a TakKe CIEAYIOIUX OCHOBHBIX YIpo3 0€30MacHOCTH HH(OpMAINH,
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BO3HMKAIOIIUX NP B3aUMOAECHCTBUM C MH()OPMAIIMOHHBIMU CETAMHU OOIIEro MOJb30BaHUs (Janee —
Certn):

— HECAaHKIIMOHUPOBAHHOTO JOCTyNa K HMH(pOpMAIMH, XpaHsIIeHcs U oOpabaTbiBaeMOil BO
BHyTpeHHUX JIBC (cepBepax, pabounx cTaHIMAX) WK HAa aBTOHOMHBIX [I9BM, kak u3 Ceteit, Tak
u 13 BHyTpeHHux JIBC;

— HECAaHKIIMOHUPOBAHHOTO J0CTyma K KOMMYHHUKAI[HOHHOMY 000pyJOBaHUIO
(MapmpyTH3aTOpy, KOHIIEHTPATOpPY, MOCTY, MYJILTHILUIEKCOPY, cepepy, Web/Proxy cepsepy),
coequusaronieMy BHyTpenaue JIBC opranuzanmu ¢ Cetsimu;

— HECAHKI[MOHUPOBAHHOIO JIOCTyNa K JaHHBIM (COOOLIEHUSIM), MEpPEelaBaeMbIM MEXAY
BHyTpeHHUMH JIBC n CetsiMu, BKiItOYast UX MOJU(PHUKALNIO, UMUTALUIO U YHUYTOXKEHUE;

— 3apakK€HUsI IPOrPaMMHOr0 OOecreueHus KOMIBbIOTEPHbIMU «BHpycamu» u3 Ceru, Kak
MOCPEJICTBOM TIpHEMa «3apakKeHHBIX» (HaiyioB, Tak U mocpeAcTBoM E-mail, anmietoB si3pika JAVA
u 00bexToB ActiveX Control;

- BHEIPEHMs NPOrpaMMHBIX 3aKiajiok ¢ ueibto noxydenus HCJl x mHpopmanuu, a Takxke
ne3zopranusanuu padbotel BHyTpeHnHei JIBC u ee Bzaumopeiicteus ¢ Cetsimu;

- HECAHKIIMOHMPOBAHHOW Tepefayn 3aluiaeMoil KoH(UIeHIMaNnbHOM HHpopManuu B
Cers;

— BO3MOXKHOCTH niepexBaTa MH(popmanun BHyTpeHHed JIBC 3a cuer moOOUYHBIX
3JIEKTPOMAarHUTHBIX U3Jy4YEHUH U HABOJOK OT OCHOBHBIX TEXHHUUECKHUX CPEJCTB, 00padaThIBAOIINX
TaKy HH(POpMAIHIO.

15.2. Tlogkmouerne kK CeTH aOOHEHTCKOTO IYHKTa OCYIIECTBISICTCS [0 PEIICHUIO
PYKOBOJUTENS OpraHU3alui Ha OCHOBAaHUM COOTBETCTBYIOIIETO 0OOCHOBAHMUS.

15.3. O6ocHoBanme HeoOxoquMOcTH TokTtoueHus Al k CeTu TOJDKHO COIepKaTh:

— HauMeHoBaHue CeTn, K KOTOPOM OCYILECTBIAETCS NOIKIIOUEHHE, WU PEKBU3UTHI
opranmuzanuu-praagensua Ceru u nposaiinepa Cetu;

— COCTaB TEXHUYECKUX CpesICTB Uit obopynoBanus All;

— MpeJroiaraeMble BUIBI paboT M UCHoNb3yeMble npukiagHbie cepBuckl Cetu (E-Mail,
FTP, TelNet, HTTP u T.1.) st AIT B eioM u I KaX10ro abOHEHTa, B YaCTHOCTH;

— pexum noaxmoueHuss All n abonentoB k CeTu (HOCTOSIHHBIN, B T.4. KPYTJIOCYTOYHBIH,
BpPEMEHHBIN);

—cocTaB O0IIEro M TEJIeKOMMYHHKAIlMOHHOTO MporpaMMmHoro obecneuenuss All u
aboneHToB (OC, KIMEHTCKHE MPUKIIAJAHbIE TPOTPaMMBbI JUIs ceTH - Browsers U T.11.);

— YHCJIO U TIepeyYeHb NMpeArnonaraeMbeix aDOHEHTOB (AMana3oH ucnoias3yemsix IP- agpecos);

—Mepsl U cpeacTBa 3amuThl nHGopmanuu ot HCJI, kotopsie OynyT npumMeHsTbes Ha All,
OpraHMU3alys-U3rOTOBUTENb, CBEACHHUS O CepTU(UKALMU, YCTAHOBIIUK, KOH(UTypalus, NpaBuia
paboThI C HUMH;

— IiepedyeHb CBEJEHUIN KOH(UIEHINAIBHOTO XapakTepa, 00padaTbiBaeMbIX (XpaHUMBIX) Ha
All, nognexxamux nepenayde u noiaydaemslx u3 Ceru.

15.4. Tlogkmouenne k Ceru All, mpencraBistomux co0oil BHYTpeHHUE (JOKaJIbHBIC)
BBIYUCIIUTENbHBIE CETH, HA KOTOPBIX 00pabaTeiBaeTcss MH(POPMALUs, HEe pa3pelIeHHas K OTKPBITOMY
OITyOJIMKOBAHUIO, pa3peliaeTcsi TOJIbKO mocie yctaHoBKU Ha All cpencts 3ammTsl HHGOpPMALIUK OT
HC/I.

15.5. Iloaxmtouenue JIBC yupexaenuss k CeTn MODKHO OCYIIECTBIISITHCS Yepe3 CpPeicTBa
pasrpannuenus nocrymna B Buae MO (Firewall, Bpannmaysp). He nonyckaercst noaxmouenue JIBC
k Cetn B 06xox MD. MD nomxHbl OBbITH cepTU(UUMPOBAHBI MO TpeOOBaHUSAM O€30MaCHOCTU
UH(pOpMaLIUK.

15.6. Hoctyn k MD, K cpeicTBaM ero KOH(QUTYPHPOBAaHUS JOJDKEH OCYIIECTBISTHCS TOIBKO
AnmunucTtpatopoM ©Oe3zomacHoctu. CpeicTBa yoaJleHHOTO yrpaBieHus MO  J0KHBI ObITH
WCKJTIOYEHBI U3 KOH(UTYpaIiH.

15.7. Ha texuuyeckux cpeactBax All mo/mKHO HaxXxoIuTbcs MPOrpaMMHOE obOecrieueHue
TOJILKO B TOM KOHGUIypalMu, KOTOpas HeoOXoAuMa MJis BBINOJHEHHS padoT, 3asBICHHBIX B
obocHoBaHuu Heobxoaumoctu noakmoueHust All k Cetu (000cHOBaHHE MOKET KOPPEKTUPOBATHCS
B YCTAHOBJICHHOM B OpPTaHU3allUU MOPSIKE).
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15.8. YcranoBky mnporpamMmHOro oOecredeHus, o0ecrneuynBaronero ¢GyHKIHOHUPOBAHUE
All, 1omKeH BBIIOIHATH TOJIBKO AJMUHUCTpATOp 0€30MacHOCTH.

15.9. YcranaBnuBaeMble  MEXKCETEBbIE OKpPaHbl JIOJDKHBI  COOTBETCTBOBATH  KJlaccy
samumaemoro AIl (AC) wu ortBeuare TpeboBanusm PJI DCTIOK Poccum «Cpenctpa
BBIUHCIIUTEIbHON TEXHUKU. MeKCceTeBble SKpaHbl. 3allluTa OT HECAHKIMOHUPOBAHHOIO JOCTYyNa K
uHpopMmaruu. [TokazaTenu 3aUIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO OCTyMa K HHPOPMAIHI.

15.10. C3U HC/], ycranaBnuBaemas Ha aBToHOMHYI0 [I19BM, paGouune cTanium u cepBepbl
BHyTpeHHe# JIBC yupexaeHus npu o0paboTke Ha HUX KOH(DHUICHIIMATLHON HHPOpMAIIUH, TOJDKHA
OCYIIECTBIIATH!

— UICHTU(UKAMIO M ayTeHTH(PHUKAIUIO IMOJIb30BaTele Mpu JOCTyNne K aBTOHOMHOMU
[19BM, pabounm ctanuusm u cepepam BHyTperHei JIBC no uaentudukaropy u maposro;

— KOHTPOJIb JIOCTyna K pecypcam aBToHOMHOW I[IDBM, pabGoumx cTaHIMi W cepBEpOB
BHyTpeHHel JIBC Ha ocHOBE AMCKPEIMOHHOTO MPUHIINIIA;

— perucTpaiuio J10cTyna K pecypcam aBToHoMHO#N [I9BM, pabouux ctaHIuii U cepBepoB
BHyTpeHHel JIBC, Bxitouast monsitku HCJL;

— peructpanuio (akTOB OTHPABKHA M TMOTYYEHHUST aOOHEHTOM cooOmieHui ((aiios, muceM,
JIOKYMEHTOB).

ITpu sTrom C3U ot HCJI moipkHa 3ampemniarh 3amyck abOHEHTOM MPOU3BOJIBHBIX MPOTPaMM,
HE BKJIIOYEHHBIX B COCTAB MporpaMMHoro odecneuenus All.

Monudukanus koHpuUrypauu nporpaMMmHoro odecrneuenus: All qomkHa OBITH TOCTyITHA
TOJILKO CO CTOPOHBI AJIMHHUCTpPATOPa OE30MacCHOCTH.

CpenctBa perucrpanii ¥ pPETUCTPUPYEMbIE JaHHBIE JODKHBI OBITh HEJOCTYIHBI JUIS
abOoHEHTa.

C3U or HCJ nomxHa OBITH IENOCTHOHM, T.e. 3aIUIIEHHON OT HECAHKIIMOHUPOBAHHOM
Mou(UKaIMK U HE cojiepKalliel myTeid 00Xo/1a MEXaHU3MOB KOHTPOJIS.

TectupoBanne Bcex ¢yHkmuit C3U or HCJI ¢ momomipio crenuasbHBIX MPOTPaMMHBIX
CPEJICTB JI0JKHO MPOBOJIUTCS HE PEXKE OJHOI0 pasa B ro/l.

15.11. B mensix KOHTpOJsi 3a NPAaBOMEPHOCThIO Hcnonb3oBaHus All u BbIsBIEHUs
HapylIeHu TpeOOBaHMI MO 3amuTe HHPOpPMaLIUU:

— OCYILIECTBIATH aHanu3 mpuHuMaeMoil uz Cetu u nepenaBaemoil B Cetb uHpoOpMaIuu, B
TOM YHCJI€ HAa HAJIMYUE «BUPYCOBY;

— IPOBOJIUTh TIOCTOSIHHBI KOHTPOJbh HH(pOpManuu, mnomeniaemMoir Ha Web-cepBepsl
YUPEXKICHUS.

15.12. AGonentsl CeTH 00sI3aHBI:

— 3HaTh MOPSAOK PETUCTpALUU U B3auMozeicTeus B CeTu;

— 3HaTh UHCTPYKIHUIO N0 o0ecrieyeHnIo 6e3omnacHocTH nHpopmarmu Ha All;

— 3HaTh MpaBuiIa paboThl cO cpercTBaMu 3amuThl nHGopManuu or HCJI, ycTaHOBIEHHBIMU
Ha All (cepBepax, pabounx craniusx All);

-—yMETb I0JIb30BATHCS CPEICTBAMU aHTUBUPYCHOW 3aILIUTHI;

—rmociie okoH4aHus paboTrel B CeTH MNpoBepUTh CBOE pabouee MeCTO Ha HaluyHe
«BHPYCOBY.

15.13. Bxonsmue u ucxozsue cooOmeHus (¢painpl, JOKYMEHTHI), a TAKXKe HCII0JIb3yeMbIe
ipu padote B CeTn HOcuTENN HHGOPMALMU YUYUTHIBAIOTCS B KypHaiax AeTONpPOU3BOACTBA.

15.14. Ilpu pabote B CeTn KaTErOpUUECKHU 3aPEIIaeTCs:

- IOJIKJIIOYATh TEXHUYECKHE CpelcTBa (cepBephbl, paboyHe CTAHLMHK), UMEIOIINE BBIXOJ B
Cerb, K JpyruM TEXHHYECKHMM CpEICTBaM (CETsIM), HE OINpeNIelIeHHbBIM B O0OCHOBAaHUU
noakirouenus k Ceru;

— U3MEHATh COCTaB U KOH(UTYpaIMio MPOrpaMMHBIX M TexHU4eckux cpeacts All 6e3
CaHKIUU aJIMUHUCTPATOPA U aTTECTAllMOHHON KOMHCCHU;

— MPOU3BOAMTH OTIIPABKY JAHHBIX 0€3 COOTBETCTBYIOLIETO pa3peLICHUS;

— UCMOJIb30BaTh 3apPETrUCTPUPOBAHHBIE HOCUTETN UH(OPMAIMKM HAa paboyuX MecTax IpYyrux
cucteM (B TOM 4yuclie U aBTOHOMHBIX [I9BM) 6e3 cOOTBETCTBYIOIIEH CaHKIIUH.
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15.15. KoHTponb 3a BBIMOJHEHHEM MEPONPHUATHNA TI0 O0O0ECTCUCHHIO 0e30MacHOCTH
unpopmanuu Ha All Bo3maraercs Ha AJMUHUCTpaTopa O€30MAaCHOCTH, PYKOBOAMTENEH
COOTBETCTBYIOIINX MOAPA3ACIICHUM, ONIPEICICHHBIX MPUKA30M 10 OpPraHU3aIiu.

16. 3aka0unTeIbHBIE MOJI0KEHHUS.

16.1. TpeboBanust Hactosimero IlonmokeHuss o0O0s3aTeNbHBI 1T BCEX COTPYIHHUKOB
oOpabaTsIBaronux KOHGUACHINATHHYIO HH)OPMAIIHIO.

16.2. Hapymienue  tpebGoBanuii  Hacrosmiero  [lomokeHwst  BiaedeT 3a  coOOi
TUCIUILTHHAPHYIO, TPaX/1aHCKO-TIPABOBYIO, aIMHHUCTPATHBHYIO MU YTOJOBHYIO OTBETCTBEHHOCTh
B COOTBETCTBUH C 3aKOHOJIaTeIbcTBOM Poccuiickoit deneparumu.

[Ipunoxxenune 2
k npukazy TOT'AIIOY «ArpapHo-
IIPOMBIIIJIEHHBIN KOJITIEIMK

ot 05.12.2016 Ne 250/1
Tumosas hopma
paspernieHus (JIOMycka) Ha aBTOMaTH3HUPOBaHHYIO0 00paboTKy HH(MOpMAIUU

I'puc cexpetHoCTH
Ox3. Ne
YTBEPX/IAIO
PykoBoauTeNnb CTPYKTYPHOTO MOAPa3ACTICHHS,
OTBETCTBEHHOTO 32 HKCILTyaTaIUI0
o0BbeKTa HHPpOpMaTH3ALUU
/ /
«_» 20 T

PA3PEILIEHUE Ne
Ha aBTOMaTU3UPOBAaHHYIO 00paboTKy HH(popMalu (IPOU3BOJCTBO pacueTOB, pa3paboTKy 3ajauu
(Tpymibl 3a/1a4)

1. HaumenoBanue paboThI:
2. OcHOBaHME AJIS1 BBIIIOJHEHHUS, 11€JTb, U Ha3HauUeHHE PabOoTHI:
3. 3akaspIBaroliee nojpasaeneHue (oTaeneHne, OTAeN, CIyx0a):
4. ®aMuaus 1 THULMAJbBI UCTIOTHUTENS (MCTIOHUTENEH):
5. [leprognuHOCTb NpOBeIEHNUS (CPOKHU BBIMOIHEHUS) paboT:
6. Bunbl  koHuAeHUMANIbHOW UWHPOpPMAlMU, KOHTPOJIBHBIX pacneyaTok (B TOM  4HUCIHe
IPOMEXKYTOUHBIX pEe3yJbTaTOB pELIEHUS 3aj4ay):

7.MecTo U CpOKM XpaHEHUs, y4eTHble HOMepa HocuTened HMHpOpMaluu, 3aJeHCTBOBAHHBIX B
o0paboTke uH(popManumu, MOJIb30BATEIHN uHpopmanmen u HOCUTEISIMU
nH(popMaLuu:

8. HamMeHoBaHME M KOJMYECTBO IK3EMIUISIPOB (POPMHUPYEMBIX BBIXOJHBIX TOKYMEHTOB, CTEIICHb HX
CEKPETHOCTH, KOMY IIPEAOCTABIIAIOTCS BBIXOJIHBIE
JOKYMEHTHI:
Jlpyrue TpeGOBaHUSA U yYKa3aHUS:

([ata, noamuck, GaMUINS U MHULUAIIBI UCTIOTHUTEIS)

COI''TACOBAHO
Crienanuct no 3ammre HHpopMaum
/ /

« » 20 .
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[Tpunoxenue 3

k npuka3zy TOI'AIIOY «ArpapHo-
MIPOMBIIIJICHHBIN KOJIIEIMK

o1 05.12.2016 Ne 250/1

Tunosas hopma xypHana npuema-nepenadn CBT u yuera BpemeHu
00paboTku HHPOpPMALIUU

KYPHAJ
npuema-nepeaayn CBT u yuyera Bpemenu o6padoTku nHpopmanun
Ne Jlata damunus u Ne nevaru Ha [Tonnuce B npuemke | Bpems nHauana
/1 VHUIUAJIBI CUCTEMHOM OJIOKe CBT paboThI
1 2 3 4 5 6
B VY cn0BHOE HAMMEHOBaHUE
pems aGOTBL, B [Toanucs o [Toanuce
OKOHYaHUs P ’ . nepes3arpyske u craye aZMMHHCTpaTOpa
KOH(HICHIIMATLHON
paboThI CBT
uHbOpMaIUU
7 8 9 10

[Ipunoxenue 4
k npukazy TOT'AIIOY «ArpapHo-
IIPOMBIIIJIEHHBIN KOJIJIEIMK

o1 05.12.2016 Ne 250/1

TunoBas Gpopma 3asBKHM Ha KOITUPOBaHHE (Pa3MHOKEHHE) TOKYMEHTOB

COT'JTACOBAHO YTBEPXJIAIO
Crenpanuct mo 3amure HHPopMaIun PykoBomuTeNb CTPYKTYPHOTO TOApA3ACTICHUS
/ / / /
« » 20 . « » 20 T
3ASBKA

HA KONUPOBaHuUe (Pa3MHOKeHHEe) JOKYMEHTOB
[Tonpasnenenne
HaumenoBaHue paboTsl

(KomMpoBaHKeE, PA3MHOKEHHE)

Ne | Bun koHpuaeHITHATBHON KonnuecTBo 1HCTOB B Tpebyemoe KoMuecTBO

n/n | uHGopManuy OpUrHHaIa OpWTHHAJIE KOIIAH

1 2 3 4
Brinonnenne pabor
KonuuectBo Konmuectpo | ¥ YCTHbIC HOMEPA HOCHTEIICH KonunuectBo
W3TOTOBJICHHBI JIUCTOB B MH(QOPMALIHMH, HA KOTOPHIC OpaKOBaHHBIX
. MPOU3BEJCHO KOMUPOBAHKE p

X KOTIUH AK3EMILISIpE (pacrieuaThiBaHue) JUCTOB

5 6 7 8

(mata, moAmuch, haMUITUS U UHUITUATBI HCTIOJTHUTEIIS )

OtmeTKy B hopMme ydera JOMOTHUTETHHO U3TOTOBICHHBIX
3K3EMIUISIPOB IOKYMEHTOB ITPOU3BENl OTBETCTBEHHBIN 32 y4eT

(mara, moaAnKCh, GaMUITUS U UHUITUATBI UCTIOTHUTEIIS )
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[Tpunoxenue 5

k npuka3zy TOI'AIIOY «ArpapHo-

1p

OMBIIJICHHBIN KOJUIEIK»
o1 05.12.2016 Ne 250/1

TumnoBas popma xypHana yyeta cTUpaHusi UHPOpMAIUN

KYPHAJ
yuyera cTUpPaHus HHPOpMAIUHU
Tun MarHUTHOTO HOCHUTETS, C KOTOPOTO
No ata n [udp CTHpaeTCs HHPOpMAIUI
- BpeMs 3a71a4u I'ubkuit Kecrtkuit
n/m OnepaTuBHas . .
CTHpaHus | (3a7aHus) MarHuTHBIN | MarHUTHBIN
aMsTh
JICK JIICK
1 2 3 4 5 6

dammnus u noAnucCh JIMia,
MMPONU3BOAUBIICTO CTUPAHUC

damuinsa ¥ MOAMKUCH JINIIA,
MIPOU3BOAUBIIETO KOHTPOJIb

CTHUPAHUS

7

8

K IIpUKa3

[Ipunoxenue 6
y TOT'AIIOY «Arpapho-

MPOMBIIIUIEHHBIN KOS

Tunosas popma
JKypHaJla yueTa BbIJIauM napoJjeit monp3osarensim AC

KYPHAJI

yueTa BbIIa4u napoJei nojn3oparejasm AC

o1 05.12.2016 Ne 250/1

Ne | Peructpanmonnsiii |  Kto momyuni (hamumus, Ko BeI1aM (hammius, Jata
n/m | (y4eTHBIN) HOMEp WHULIAAJIBI, IOITUCH) VHUIIAAIIBI, TIOJIITUCH) BbIJIaYU
1 2 3 4 5
Mecto
XpaHeHs! Hata | Kto mpunsin (pamunus, | Mecto XpaHeHus, Ne akra 00
b
CHayul | WHHIIMAIBI, IOJITUCH Ne meuatn HUYTOXKCHUH
Ne neuarn A H » 1O ) Y
6 7 8 9 10




25

[Tpunoxenue 7

k npuka3zy TOI'AIIOY «ArpapHo-

Tunosas hopma

ITPOMBIILIJICHHBIN KOJIJIE K
o1 05.12.2016 Ne 250/1

KypHalla yueTa BblJauu uaeHTuukaTopos nonb3osarensim AC

KYPHAJI
yuyeTa BbIAa4u HIeHTH(GUKATOPOB noJib3oBaTtesasiM AC
Kro momyuun Ko Boinan
Ne Tun Ne APM, i (pamunus, Jlata
(baMumus, THUTTAATIBI
m/m | uAeHTU(UKATOpA | TIOJpa3/IeicHUe HomC) WHUIAATBI BBIJIaYN
a TIO/IITHCH )
1 2 3 4 5 6
Mecto xpaHeHUS ara | Kro mpunsn (bamMunus, HHAITAAIIBI
P o| A P ( ’ H Mecro xpanenus, Ne nedarn
Ne neuatu caadu TIOJIITHCD)
7 8 9 10

[Ipunoxxenne 8

k pukaszy TOI'AIIOY «ArpapHo-

Tumnosas popma

MIPOMBILLICHHBIA KOJUIEIK»
ot 05.12.2016 Ne 250/1

JKypHaJIa IEPUOANYECKOr0 TECTUPOBAHUS CPEACTB 3aIUThl HHPOpPMAIUH

KYPHAJI

NePHOAUYECKOr0 TeCTHPOBAHNS CPEICTB 3allUThI MHpOpManun

damMunus ¥ NOANUCH
HaumenoBanue
OTBETCTBEHHOTO
Ne | cpencrBa 3amuthl [PerucrpanuoHHble HOMEPA Hara
MOJIb30BaTENS,
n/n | uHdopmanmu oT C3U ot HC/] TECTUPOBAHUS
HCT IIPOBOJIMBILIETO
TECTUPOBAaHUE
1 2 3 4 5

HanmenoBanme TecTta,
HCIIOJIb3yEMBIE CPEACTBA JJIS
MPOBEJICHUS TECTA

Pesynprar TectupoBanus
(ycrnenHbIil/Hey CTICIITHBIN ),
KOMMEHTApUN

Jata oueperHOro
TECTUPOBAHUS
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[Tpunoxenue 9

k npuka3zy TOI'AIIOY «ArpapHo-
MIPOMBIIIJICHHBIN KOJIIEIMK
o1 05.12.2016 Ne 250/1

Tunosas hopma
KypHaja ydera HemTaTHbeIX cutyaruii UCITJIH, BeImonHeHus mpodUIakTUIeCKUX padoT,
YCTAHOBKH U MOJU(PHKAIIMY TPOTPAMMHBIX cpecTB Ha kommbioTepax MCIT

KYPHAJI
yuera HemitaTHBIX cutyanuii UCII/IH, BbinoHeHust NpOoQUIAKTHYECKUX padoT, yCTAHOBKH
U MoaM(uKaLuM NPOrpaMMHBIX cpeacTB Ha KomnboTepax UCIIIH

No Jlata Kpatkoe onucanue BoinotHeHHON paboThl [ @O ucnonnuTteneit u ux
n/n (HeTaTHOM CUTYalUN) MOATIMCHU

1 2 3 4

®UO 0TBETCTBEHHOTO 3a

ITonnuce cnenuanucra 1o [Tpumeuanue
skcruryatanuo [19BM,
3amuTe uHpopmManuu (ccpuiKa Ha 3asBKY)
HOJITUCH
5 6 7

[Ipunoxxenne 10

k pukaszy TOI'AIIOY «ArpapHo-
ITPOMBIILITIEHHBIN KOJIIEIK
o1 05.12.2016 Ne 250/1

Tumnosas popma
KypHasa MpoBEPOK AIIEKTPOHHBIX )KYPHAIOB

KYPHAJI
MPOBEPOK IIEKTPOHHBIX KYPHAJIOB

BrrsaBiennsle HapyieHus TpeOOBaHUI

Ne JlaTa HaumenoBanne APM,
0€30MacHOCTH, HEIITATHBIE CUTYaIlUH

/I | IPOBEPKH [ TEXHUUECKOTO CPEACTBA
1 2 3 4
HanmenoBanue
ITommnmce
[IPOBEPSAEMOTr0 [Ipumeuanue
aJIMUHHUCTpaTopa 6€30MacHOCTH
KypHala
5 6 7
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[Tpunoxenue 11
k npuka3zy TOI'AIIOY «ArpapHo-

IIPOMBIIIJICHHBIN KOJIEIH»
ot 05.12.2016 Ne 250/1

HOPMATHUBHO-METOJINYECKAS BA3A
npu 00paboTke KOHPHUISHINATBHOHN HH(popMaIyH (TI0 00ecTeYeHn 0 0e30MacHOCTH
uH(pOpMAaINH) C HCIIOIH30BAHUEM CPEJCTB BEIYMCIUTEIFHON TEXHUKH

JloktpuHa wuH(pOpMannoHHOM Oe3omacHocTn Poccmiickoit ®eneparuu  (yTB.  YKazom
[Ipesunenta PD ot 5 nexabpst 2016 r. Ne 646);

®enepanbHbii 3aK0H OT 8 aBrycta 2001 roga Ne 128-®3 «O nuneH3upoBaHUM OTIETbHBIX
BUJIOB JICSITEIILHOCTI;

®enepanbubiii 3akoH oT 10 suBaps 2002 roma Ne 1-d3 «OO6 »nexkTpoHHOW HH(PPOBOH
MO/TTHCH;

Odenepanpublii 3akoH oT 27 wuromst 2006 roma Ne 149-03 «O6 wuHbopmarmwy,
WH(POPMAITMOHHBIX TEXHOJIOTHIX U O 3alUuTe HH)OpMAIHI»;

®enepanbHbiil 3aKk0H OT 27 uronst 2006 roga Ne 152-D3 «O nepcoHaNbHBIX JaHHBIXY;

®enepanbHblii 3akoH oT 29 nexabpst 2012 roga Ne 273-03 «O6 obpazoBanuu B Poccuiickoit
denepanuny;

[Tocranosnenne [IpaButenscTBa Poccuiickoii @enepammu ot 15 aBrycra 2006 romga Ne 504
«O mUIEeH3UPOBAaHUH ACSITETFHOCTH N0 TEXHUUECKOH 3a1uTe KOHPUICHIIMATFHOU HHOPMALIUNY;

Vka3 Ilpesunenta Poccuiickoit ®enepanuu ot 17 mapra 2008 roga Ne 351 «O mepax mo
obecrieyeHn0 MHPOpPMALMOHHOM Oe3omacHocTH Poccuiickoit ®enepanuu Mpu UCHOIb30BAHUU
MH(GOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEH MEXAYHAapOJHOT0 HH(OPMALIMOHHOTO 0OMEHay;

[TocranoBnenue [IpaButensctBa Poccuiickoit denepanuu ot 6 utons 2008 roma Ne 512 «O6
YTBEPXKJICHUH TPEOOBAHMI K MaTepUATBHBIM HOCUTENISIM OMOMETPHUECKUX MEPCOHAIBHBIX JAHHBIX
U TEXHOJIOTUSIM XpaHEHUS TaKUX JaHHBIX BHE HH(DOPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JTaHHBIX);

[Tocranosnenne [IpaButenberBa Poccuiickoit @eneparmu ot 15 centsiops 2008 roma Ne 687
«O6 ytBepxkaeHun [lomoxxkeHust 00 0coOEHHOCTAX OOpabOTKM NEpPCOHANbHBIX JaHHBIX,
OCYIIECTBIISIEMOM 0€3 NCIIOJIb30BaHuUs CPEJICTB aBTOMATU3ALIUNY,

CrennanbHble TPEOOBAaHUSA U PEKOMEHAAINH MO0 TEXHUYECKOH 3aIuTe KOHPUICHINATbHON
unpopmarnuu (CTP-K), ®CTOK Poccuu;

ITpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepkaeHuu TpebGoBanuil o 3amure
uH(pOpMAIMK, HE COCTABISIONIEH TOCYAapCTBEHHYIO TaillHy, COJEpKallleicss B ToCyJapCTBEHHBIX
UHGOPMAIIMOHHBIX CUCTEMAX,

[Tpuxaz ®CTOK Poccun ot 18.02.2013 Ne 21 «O6 yrBepxkaenun CocrtaBa U COJEep:KaHUS
OpPTaHM3AIIMOHHBIX U TEXHUYECKHX MEp MO O0ecrmeueHuI0 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX
npu ux o0paboTke B UHYOPMALIMOHHBIX CHCTEMaX MEPCOHATIBHBIX TaHHBIX»;

ITocranosnenue IpaButensctBa PO ot 01.11.2012 Ne 1119 «O06 yrBepxaeHuH TpeOGOBaHUI
K 3alUTe MEepCOHANbHBIX JaHHBIX MpH UX o00paboTke B HHMOPMALMOHHBIX CHCTEMAaX
MEPCOHANIBHBIX JTAHHBIX);

[TocranoBnenue IlpaButensctBa P® ot 03.03.2012 Ne 171 «O nuneH3upoBaHUU
NEeSTeNbHOCTH 1O pa3paboTKe U TMPOW3BOJACTBY CPEICTB  3AIIUTHl  KOH(PHUACHIUATHHOU
nH(popManuny;

[locranoBnenune IlpaBurensctBa P® ot 03.02.2012 Ne 79 «O nuueH3upoBaHUU
JeSITeIbHOCTH 110 TEXHUYECKOH 3aluTe KOH(DUAEHIIMaTbHON nHpOopMaumny,

[TocranoBnenue [IpaButenscrBa PO ot 21.03.2012 Ne 211 «O06 yTBep:kIeHUN TIEPEUHS MeED,
HalpaBJIEHHBIX HAa OOECIEYEHHE BBIMOJIHEHUS O00S3aHHOCTEW, MpeaycMoTpeHHbIX denepanbHbIM
3aKOHOM «O TEepCOHAIbHBIX JTAHHBIX» W NPUHITHIMU B COOTBETCTBUM C HHUM HOPMATHBHBIMU
MPaBOBBIMU aKTaMH, OMEPATOpPaMH, SBISIOMIMMHUCS TOCYAAPCTBEHHBIMH WJIM MYHHUIIUTIATbHBIMUA
opraHaMmn,

[Tpukaz POCKOMHA/JI30PA ot 05.09.2013 Ne 996 «O06 yrtBepxkacHUN TpeOOBaHWUU W
METOJIOB 110 00E3TUYMBAHHIO TIEPCOHATBHBIX TaHHBIXY;
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bazoBass Mozmenb yrpo3 0€30macHOCTH TEPCOHATBHBIX JaHHBIX TpPH HX 00paboTKe B
HH(OPMAITMOHHBIX CUCTEMaX nepcoHanbHbIX JaHHBIX, PCTOK Poccuu;

Metoauka ornpeneNeHusl aKTyallbHBIX YIpo3 0e30MacHOCTH MEePCOHATBHBIX JAHHBIX MPU UX
00paboTke B HH(MOOPMAIMOHHBIX CUCTEMaX MepcoHanbHbIX qaHHBIX, DCTOK Poccuu;

Metoauueckiue peKOMEHJAUMU 10  OOECIEYEHMIO C  IOMOIIBI0  KPUITOCPENICTB
0€30IaCHOCTH TEepPCOHANbHBIX JAHHBIX HpHU HMX 00paboTke B HHPOPMALMOHHBIX CHCTEMAax
MEePCOHANIBHBIX JIAHHBIX C UCTIOIb30BaHueM cpeacTB aBTomaTuzanuu, ®Chb Poccun;

TunoBsle TpeOOBaHMS 1O OpraHM3allMd M OOECNeYeHHI0  (PYHKIMOHUPOBAHMS
mr(pOBaTBHBIX (KPUNTOTPaPUUECKUX) CPEICTB, MPEAHAZHAYCHHBIX ISl 3aIUTH WHPOpMAIIUH, HE
coJiepKalleil cBeIeHUH, COCTaBIIAIOLINX TOCYapCTBEHHYIO TallHy B ClTyyae MX MCIIOJIb30BaHUS JUIs
obecrieyeHnss 0€30MaCHOCTH TEPCOHANBHBIX JaHHBIX NpU HX 00paboTKe B MH(POPMALMOHHBIX
cucTteMax nepcoHanbHbIX 1aHHbIX, PCb Poccuu;

[Tonoxxenne o pa3paboTKe, MPOU3ZBOJCTBE, PEATU3ANUU U IKCIUTyaTallMy IHU(POBATBHBIX
(xpuntorpaduueckux) cpeAacts 3ammuThl napopmarmu (ITK3-2005);

[Tonoxenne o cepTUUKALIMU CPEACTB 3alIUTHl WHPOpPMAIMK 1O TPeOOBAHUSAM
6e3onmacHOCTH MH(OpMAIMK, YTBEpKIEHHOE MTpUKa3oM npenaceaarens ['ocrexkomuccun Poccun ot
27.10.1995 Ne 199;

[Tonoxenue mo arrectauuu oOBEKTOB HMH(pOpMATH3aLMU MO TpeOOBaHMAM O€30MMaCHOCTH
uHpopMaluy, yTBEpKIeHHOe npeceaareneM ['ocrexkomuccun Poccun 25.11.1994;

WHcTpykuusa o0 opraHuzanuu M oOOecledeHHH XpaHeHUus, oOpaboTKM W mepeaayu Io
KaHaJlaM CBSI3M C HCIOJBb30BAHUEM CPEJCTB KPUNTOTpapUUecCKOW 3aIuThl HH(pOpMaruu ¢
OTPaHUYEHHBIM JIOCTYIIOM, HE COJAEpKallei CBEeIECHHH, COCTABIAIOUIMX IOCYJapCTBEHHYIO TaiHY,
npuka3z ®ATICU ot 13 utons 2001 roga Ne 152;

ITpuka3 ®Cb Poccun ot 10 utonsg 2014 r. N 378 «O6 yrBepxaenun CocraBa U coiep>KaHHs
OpPraHM3aIlMOHHBIX U TEXHUYECKHX MEp M0 O0eCreyeHUI0 0e30MacCHOCTH MEPCOHANbHBIX JaHHBIX
npu ux o0paboTke B MHGOPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JAHHBIX C HCHOJIb30BAHHUEM
CpPEICTB  KpunTOrpaguueckod 3amuThl HHGOpMAaLKK, HEOOXOAUMBIX JJI  BBIIOJHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit ®@enepanuu TpeOoBaHUN K 3alllUTe MEPCOHANBHBIX
JAHHBIX JUISl KQXKJI0TO U3 YPOBHEH 3alIUIIIEHHOCTI;

P/I. ABTOMaTM3UpOBAaHHBIE CUCTEMBI. 3alIUTa OT HECAHKIMOHMPOBAHHOIO JOCTyNa K
uHpopmanmu. Krnaccudukanuss aBTOMaTHU3MPOBAHHBIX CHUCTEM U TpeOOBaHUSA 10 3allUTe
uHpopmanuu (I'ocrexxkomuccus Poccun, 1992);

P/I. CpeactBa BBIUMCIUTENHHOW TEXHUKU. 3aIIMTa OT HECAHKIIMOHUPOBAHHOIO JOCTyHa K
uHpopmanuu. [lokazaTenu 3alIMIIEHHOCTH OT HECAHKIIMOHMPOBAHHOTO JOCTYIMa K MH(pOpMaluu
(Foctexxomuccust Poccun, 1992);

CO0pHUK HOPMATUBHO-METOIMYECKUX JTOKYMEHTOB 10 TEXHUUECKON 3aluTe HHPpOpMaLuu B
BOJIOKOHHO-ONITUYECKUX CHUCTeMax Mepedaud, yTrBepxkaeHHbd mnpukazoM O®CTOK Poccunm ot
5.11.2005 Ne 448;

I'OCT P 50922-2006. 3amurta uHpopmauuud. OCHOBHBIE TEPMHUHBI U OIpPEAEICHHUS.
I'occranmapt Poceun;

I'OCT 29339-92. 3amuTa nHGOpMAUU OT YTEUKH 3a CUET MOOOYHBIX 3JIEKTPOMArHUTHBIX
U3TYy4eHUH M HaBOJOK HpU ee oO0padoTKe CpeACTBaMHU BBIYMCIUTEIbHON TexHUKH. OOmme
TEXHUYECKHE TPeOOBaHMUS;

I'OCT P 50752-95. NndpopmanmoHHasi TEXHOJOTHs. 3amuTa MHGOpMAIMU OT YTEUKH 3a
CYeT MOOOYHBIX 3JEKTPOMArHUTHBIX M3JIy4€HUN MpHU ee 00paboTKe CpeiCTBAMU BBIYMCIUTEIBHON
TEXHUKU. METO/Ibl UCIIBITAHUI;

I'OCT P 51583-2000. 3ammra wapopmanuu. [lopsmok co3maHus aBTOMATH3UPOBAHHBIX
CHCTEM B 3alllMIIEHHOM UCTIOIHEHUH. OOIIe MOT0KEHHUS;

I'OCT P 51624-2000. 3amwura wuHbOopMauuu. ABTOMATU3HPOBAaHHBIE CHUCTEMBI B
3alMIIeHHOM HcronHeHud. OO0mue TpeboBaHus;

I'OCT PO 0043-003-2012  «3ammra  wHDOpMamuu.  ATTecTamus  OOBEKTOB
uHpopmaruzauu. O01IMe MoJ0KEHUSD,

I'OCT PO 0043-003-2012 u TOCT PO 0043-004-2013 «3ammra napOpMaui. ATTecTarus
00bekToB HH(popMaTuzanuu. [IporpaMma U METOIMKM aTTECTALIMOHHBIX MCIIBITAHUID;
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PJI. 3ammra OT HECaHKIIMOHMPOBAHHOTO NOCTyna K uHpopmanuu. Yacte 1. [Iporpammuoe
obecrnieueHue cpeAcTB 3auuThl nHpopmanuu. Kinaccudukanus no ypoBHIO KOHTPOJSI OTCYTCTBHS
He/IeKJIapupOoBaHHBIX Bo3MokHocTel (I'ocTtexkomuccus Poccun, 1999);

PJI. KoHuenuus 3amuThl CpEACTB BBIYUCIUTEIBHON TEXHHKM W aBTOMATHU3MPOBAHHBIX
CHCTEM OT HECAaHKIIMOHUPOBAHHOTO ocTyna K nHpopmanuu (I'octexkomuccust Poccun, 1992);

P/I. 3amumTa OT HECAHKIIMOHUPOBAHHOTO OCTYMA K HH(popManuu. TepMUHBI U OTpeieNIeHU s
(Foctexxomuccust Poccun, 1992);

PJI. CpencrtBa BBIYMCIWTENBHOM TEXHUKU. MeXceTeBble JKpaHbl. 3amura OT
HECAaHKIMOHUPOBAHHOTO  jJocTyma K  uHpopmammu. [lokazarenw  3alMIICHHOCTH  OT
HECaHKIIMOHUPOBAHHOTO fnoctyna k nHpopmanuu (I'ocrexkomuccus Poccun, 1997);

P/l. beszonmacHocTh WHGOPMAIMOHHBIX TexHOJOrui. Kputepum oreHkn 0€30macHOCTH
UHGOPMAIIMOHHBIX TEXHOJOTHH, YTBEpXKICHHBbIH NpuKa3zoM mnpeacenatens [ocrexkomuccun
Poccun ot 19.06.2002 Ne 187.



